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Abstract. Bo olea n programs with recursion are con v enien t abstractions

of sequen tial imp erativ e programs, and can b e represen ted as recursiv e

state mac hines (RSMs) or pushdo wn automata. Motiv ated b y the sp ecial

structure of RSMs, w e de�ne a notion of mo dular visibly pushdo wn au-

tomata (mo dular VP A) and sho w that for the class of languages accepted

b y suc h automata, unique minimal mo dular VP A exist. This yields an

e�cien t appr oximate minimization theorem that minimizes RSMs to

within a factor of k of the minimal RSM, where k is the maxim u m

n um b er of parameters in an y mo dule. Using the congruence de�ned for

minimization, w e sho w an activ e learning algorithm (with a minimally

adequate teac her) for con text free languages in terms of mo dular VP As.

W e also presen t an algorithm that constructs complete test suites for

Bo olea n program sp eci�cations. Finally , w e apply our results on learn-

ing and test generation to p erform mo del c hec king of blac k-b o x Bo olea n

programs.

1 In tro duction

The abstraction-ba s e d approac h to mo del-c hec king is based on building �nite

mo dels, sa y using predicates o v er v ariables, and sub jecting the �nite mo dels to

systematic state-space exploration [10]. Recursion of con trol in progra ms leads

to mo dels with recursion, whic h can b e captured using pushdo wn automata.

The mo del of recursiv e state mac hines (RSMs) [1] is an alternate mo del, whic h

is equiv alen t in p o w er but whose notation is closer to progra ms .

The class of visibly pushdo wn languages is a sub class of con text-free lan-

guages, de�ned as those languages that can b e accepted b y pushdo wn automata

whose action on the stac k is determined b y the letter the automaton reads. Giv en

that a mo del of a progra m is naturally visibly pushdo wn (since w e can mak e calls

and returns to mo dules visible), visibly pushdo wn languages are a tigh ter mo del

for Bo olean progra ms . The class of visibly pushdo wn languages enjo ys closure

and decidabilit y prop erties, making sev eral problems lik e mo del-c hec king push-

do wn progra m mo dels against visibly pushdo wn sp eci�cations decidable [3, 5].

In this pap er w e reap more b ene�ts from the visibly pushdo wn mo deling of

progra ms , b y sho wing that pushdo wn progra m mo dels can b e minimize d , can b e
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le arnt and teste d for c onformanc e , and sub ject to black-b ox che cking , paralleling

results for �nite-state mo dels. W e no w outline these results.

In a recen t pap er [4], w e sho w ed that visibly pushdo wn languages ha v e a c on-

gruenc e based c haracteriza tio n. Ho w ev er, this congruence do es not yield minimal

visibly pushdo wn automata, and in fact, unique minimal visibly pushdo wn au-

tomata do not exist in general. The main reason wh y the minimization result

fails is that when implemen ting functions in the automata mo del there are t w o

c hoices a v ailable. One option is to ha v e function mo dules that \compute" the

v alue for m ultiple (or all the) parameters, and then let the caller decide whic h

result to pic k when the function returns. The second option is for the function to

only \compute" the answ er to the sp eci�c parameter with whic h it w as called.

In [4], w e sho w ed a minimization result for a sp ecial class of mo dels. W e

lo ok ed at visibly pushdo wn mac hines with a mo dular structure (similar to re-

cursiv e state mac hines) whic h ha v e the additional prop ert y that mo dules, when

called, compute the answ ers to all parameters and let the caller decide the righ t

answ er on return. This results in mo dular , single-entry (i.e., the state the ma-

c hine en ters on function calls is the same, no matter what the parameter is)

mac hines. W e sho w ed that for an y visibly pushdo wn language there is a unique

minimal mo dular single-en try mac hine.

The restriction to single-en try mac hines is a wkw ard. First they do not corre-

sp ond to progra m mo dels, as progra ms t ypically do not compute answ ers to all

parameters on function calls. Second, com bining the computation for m ultiple

parameters can result in requiring a lot more memory , whic h in the con text of

automata corresp o nds to larger n um b er of states.

The �rst con tribution of this pap er is a minimization result of a v arian t of

mo dular VP As that has m ultiple en try p oin ts in eac h mo dule, corresp o nding

to the m ultiple parameters. This v arian t is inspired b y the recursiv e state ma-

c hine mo del in t w o w a ys: (a) the parameters passed to mo dules are explicit and

visible, and (b) w e demand that when a mo dule is called, the state but not

the p ar ameter is pushed on to the stac k. Requiring that the parameter not b e

pushed on to the stac k is crucial in ac hieving a unique minimization result; since

the progra m do es not \remem b er" the parameter it called the mo dule with, it

cannot c ho ose the result for a parameter from a com bined result. Th us, w e get

minimal progra m mo dels that are more faithful to the seman tics of progra m-

ming languages. T ec hnically , if w e allo w automata mo dels that are not complete

(i.e., certain transitions b eing disabled from certain states) then it is p ossible to

enco de the parameter in the calling state. Th us our minimization result only ap-

plies to complete mo dels. Ho w ev er, w e also sho w that an y incomplete recursiv e

state mac hine mo del for a progra m can b e translated in to a c anonic al , complete,

recursiv e state mac hine mo del whic h is at most k times larger than the incom-

plete mo del, where k is the maxim um n um b er of parameters in an y mo dule.

This results in an appro ximate minimization pro cedure for incomplete RSMs

that transforms a deterministic RSM in p olynomial time in to one whose size is

at most k times the size of the minimal deterministic RSM.



Next, w e lo ok at the problem of learning mo dular VP A mo dels for con text

free languages. The learning mo del that w e consider is one where the learning

algorithm is allo w ed to in teract with a kno wledgeable teac her who answ ers t w o

t yp es of queries: memb ership queries, where the learner can ask whether a string

b elongs to the target language, and e quivalenc e queries, where the learner can

ask whether a h yp othesis mac hine do es indeed recognize exactly the target lan-

guage. Learning algorithms iden tifying mac hine mo dels for formal languages in

suc h a learning framew ork ha v e recen tly b een extensiv ely used in formal v er-

i�cation in a v ariet y of con texts (see [8, 2, 12, 7, 21, 14, 25] for some examples).

Ho w ev er, all these applications use algorithms that learn �nite state mo dels

based on the algorithm originally prop osed b y Angluin [9]. The reason for this

is b ecause kno wn learning algorithms apply only to v ery limited push-do wn

mo dels: Chomsky Normal F orm grammar s with kno wn non-terminals [9] (whic h

corresp o nds to kno wing all the states of a pushdo wn mo del and disco v ering only

the transitions), and deterministic one-coun ter mac hines [11].

Our main result in the con text of the learning problem is that w e can learn the

smallest complete, deterministic, mo dular VP A for a language in time whic h is

p olynomial in the length of the longest coun ter-example pro vided b y the teac her,

and the size of the smallest mac hine mo del. The algorithm is based on the

congruence based c haracteriza tio n of the minim um mac hine that w e presen t in

this pap er

1

.

W e w ould lik e to con trast this learning algorithm with the implicit one sug-

gested b y the results of [5, 22]. The results in [5] sho w that asso cia ted with ev ery

visibly pushdo wn language is the tree language of stack tr e es whic h is regular.

Using Sak akibar a 's algorithm [22] one could learn the deterministic b ottom-up

tree automaton accepting the language of stac k trees, and con v ert that to ob-

tain a visibly pushdo wn automaton for the language using the results of [5].

There are t w o do wnsides to using this approac h. First, the resulting VP A is

non-deterministic, and one w ould need to pa y the exp onen tial cost in obtaining

a deterministic mac hine. Second, ev en the non-deterministic VP A obtained th us

has an a wkw ard structure, as it ma y not b e mo dular, or ha v e one en try for eac h

parameter, that w e exp ect of progra m mo dels.

The n um b er of mem b ership and equiv alence queries made b y our learning

algorithm has the same dep endence on the size of the minimal mac hine and

length of the longest coun ter-example as Angluin's algorithm for learning �nite

state mac hines. Ho w ev er, in the case of regular languages, it is p ossible for a

c o op er a ti v e te acher to presen t coun ter-examples that are linear in the size of

the smallest deterministic �nite automaton accepting the language. F or mo dular

VP As this is not the case; one can construct examples where the shortest coun ter-

example is exp onen tial in the size of the smallest mo dular VP A recognizing the

language. Ho w ev er, w e observ e that the coun ter-examples (ev en if long) are

1

The learning, conformance testing, and blac k-b o x c hec king algorithms in this pap er

can also b e adapted to the congruence presen ted in [4] to construct single-en try

VP A mo dels. W e presen t results using the congruence presen ted in this pap er as w e

b eliev e that m ultiple en try mo dular VP As are a more natural and succinct mo del.



highly structured, and can b e succinctly represen ted using an equation system.

Our learning algorithm can b e sho wn to ha v e the same running time ev en when

the teac her presen ts suc h succinct coun ter-examples, th us yielding a p olynomial

learning algorithm for suc h co op erativ e teac hers.

W e can also P A C learn mo dular-VP As with mem b ership queries. The P A C

learning with mem b ership queries mo del [24, 9] is a w eak er learning framew ork,

where the equiv alence queries are replaced b y an oracle that samples strings

(based on an y �xed probabilit y distribution) and lab els them as either b elong-

ing to the language or not; the learning algorithm is required to iden tify the

concept \appro xima tely" in p olynomial time, using the sampling oracle, with

\high probabilit y". W e can sho w that one can P A C learn mo dular VP As pro-

vided one has an oracle that samples strings represen ted succinctly using the

equational represen tation. Because of lac k of space w e do not outline the P A C

learning algorithm, but the extension to this framew ork is standard based on

our results on learning with a kno wledgeable teac her.

Next, w e study the problem of c onformanc e testing mo dular VP As. In this

framew ork, one is giv en a blac k-b o x implemen tation, whose in ternal transition

structure is assumed to b e unkno wn. The sp eci�cation is another mac hine, but

one whose transition structure is fully kno wn. The ob jectiv e in conformance

testing is to construct a sequence of test inputs (based on the sp eci�cation) suc h

that if the implemen tation do es not \conform" to the sp eci�cation, then the

implemen tation giv es a di�eren t output than the sp eci�cation on the test. T yp-

ically the notion of \conformance" is tak en to b e language equiv alence, though

w eak er notions suc h as io co ha v e also b een explored [23]. Since Mo ore's seminal

w ork [20], there ha v e b een man y algorithms to generate suc h test sequences;

ma jor results are summarized in [16, 13, 19, 18]

2

. These algorithms construct

complete suites (i.e., guaran teed to catc h all buggy implemen tations) when b oth

the sp eci�cation and the implemen tation are kno wn to b e �nite state mac hines.

F urther, these algorithms also assume that an a priori b ound on the n um b er of

states of the implemen tation is kno wn. W e extend these results on conformance

testing to the case when the sp eci�cation and implemen tation are mo deled as

complete mo dular VP As. The size of our test suite and the running time to con-

struct the test suite dep end on the n um b er of states in the unkno wn blac k-b o x

implemen tation, and the construction of the test suite relies on our c haracteri-

zation of the minimal mo dular VP A recognizing a language.

Finally , w e sho w ho w w e can apply our results to v erify third-part y progra ms.

Black Box Che cking [21] is a framew ork to mo del c hec k unkno wn systems, b y �rst

learning the mo del of the system and then mo del c hec king the constructed mo del.

This framew ork has b een applied to construct �nite state mo dels, using Angluin's

learning algorithm and conformance testing algorithms for �nite mo dels. Our

extension to learning and testing b o olean progra ms , allo ws one to extend this

framew ork to v erify recursiv e systems.

2

The references here only talk ab out algorithms to construct complete test suites,

whic h is the fo cus of this pap er. There is also extensiv e w ork on constructing incom-

plete test suites that catc h all bugs in the limit.



An alternativ e form ulation of visibly pushdo wn automata is neste d wor d au-

tomata [6], whic h are �nite automata (without stac k) on w ords endo w ed with

a nesting relation (corresp onding to the nesting relation de�ned b et w een calls

and their matc hing returns). A nested w ord automaton can decide the state at

a return based on the previous state and the state b efore its matc hing call. This

mo del already has the implicit restriction that at a call the mo dule and param-

eter cannot b e \pushed", and hence conforms to the restriction w e in tro duce

in this pap er. Consequen tly , all results in this pap er also hold for appropriately

de�ned mo dular nested w ord automata.

The pap er is organized as follo ws. W e �rst in tro duce the mo del of mo dular

VP As and RSMs, along with useful de�nitions and notation. In Section 3 w e

presen t our results on the existence of unique, minimal, complete mo dular VP As,

and sho w ho w these results can b e used to construct appro ximately minimal

RSM mo dels. After this w e fo cus our atten tion exclusiv ely on complete mac hines.

Our learning algorithm is presen ted in Section 4, while our conformance testing

results are presen ted in Section 5. Finally , w e conclude in Section 6 b y sho wing

ho w these results can b e com bined to p erform blac k-b o x c hec king.

2 Preli m i nari es

In this section, w e de�ne mo dular VP As, and in tro duce notation that w e will

use in the rest of the pap er.

W e mo del Bo olean progra ms as mo dular VP As b y mo deling eac h mo dule as

a �nite-state mac hine that also allo ws calls to and returns from other mo dules:

mo dules represen ting di�eren t pro cedures are mo deled separately , the usage of

stac k is implicit in that when a call to a mo dule o ccurs, the lo cal state of the

mo dule is pushed in to the stac k automatically , but neither the name of the called

mo dule nor the parameter passed is stored in the stac k.

Let us �x M , a �nite set of mo dules , with m

0

2 M as the initial mo dule . F or

eac h m 2 M , let us �x a nonempt y �nite set of p ar ameters P

m

, with P

m

0

= f p

0

g .

A c al l c is a pair ( m; p ) where m 2 M n f m

0

g and p 2 P

m

, and denotes the

action calling the mo dule m with parameter p (w e w on't allo w the initial mo dule

to b e called except at the b eginning, and hence ( m

0

; p

0

) will not b e a call). Let

�

call

denote the set of all calls. Let us also �x a �nite set of in ternal actions �

in t

,

and let �

ret

= f r g b e the alphab et of returns, con taining the unique sym b ol r .

Let

b

� = ( �

call

; �

in t

; �

ret

) and let � = �

call

[ �

in t

[ �

ret

.

De�nition 1 (Mo dular VP As). A mo dular VP A over h M ; f P

m

g

m 2 M

; m

0

;

b

� i

is a tuple ( f Q

m

; f q

p

m

g

p 2 P

m

; �

m

g

m 2 M

; F ) wher e for e ach m 2 M

{ Q

m

is a �nite set of states. We assume that for m 6= m

0

, Q

m

\ Q

m

0

= ; . L et

Q =

S

m 2 M

Q

m

denote the set of al l states.

{ F or e ach p ar ameter p 2 P

m

, q

p

m

is a state asso ciate d with p ; we wil l c al l this

the en try asso ciate d with the c al l ( m; p ) .

(Note that we do not insist that q

p

m

b e di�er ent fr om q

p

0

m

, when p 6= p

0

.)

{ F � Q

0

is the set of �nal states.



{ �

m

= h �

m

call

; �

m

in t

; �

m

ret

i is a triple of tr ansition r elations, one for c al ls, one for

internals and one for r eturns, wher e

� �

m

call

� f ( q ; ( n; p ) ; q

p

n

) j q 2 Q

m

; ( n; p ) 2 �

call

g ;

� �

m

in t

� f ( q ; a; q

0

) j q ; q

0

2 Q

m

; a 2 �

in t

g ;

� �

m

ret

� f ( q ; q

0

; q

00

) j q

0

; q

00

2 Q

m

; q 2 Q g ;

Notation: W e write q

( n;p )

� � � ! q

p

n

to mean ( q ; ( n; p ) ; q

p

n

) 2 �

m

call

, q

a

� ! q

0

to mean

( q ; a; q

0

) 2 �

m

in t

, and q

q

0

� ! q

00

to mean ( q ; q

0

; q

00

) 2 �

m

ret

.

Semantics: A stack is a �nite sequence o v er Q ; let the set of all stac ks b e

St = Q

�

. A c on�gur ation is an y pair ( q ; � ) where q 2 Q , and � 2 St . Let Conf

denote the set of all con�gurations, along with the sp ecial con�guration c

0

.

The con�guration graph of a mo dular VP A is ( V ; E ) where V = Conf and

E is the smallest set of � -lab eled edges that satis�es:

(Initial edge) c

0

( m

0

;p

0

)

� � � � � ! ( q

p

0

m

0

; � ) 2 E .

(In ternal edges) If ( q ; � ) 2 V ( q 2 Q

m

) and ( q ; a; q

0

) 2 �

m

in t

, then ( q ; � )

a

� !

( q

0

; � ) 2 E .

(Call edges) If ( q ; � ) 2 V and q

( m;p )

� � � ! q

p

m

, then ( q ; � )

( m;p )

� � � ! ( q

p

m

; � q ) 2 E .

(Return edges) If ( q ; � q

0

) 2 V ( q

0

2 Q

m

), and ( q ; q

0

; q

00

) 2 �

m

ret

, then ( q ; � q

0

)

r

� !

( q

00

; � ) 2 E .

(Note that q

00

and q

0

b elong to the same mo dule m .)

A run of A on a w ord u is a path in the con�guration graph on u . Let � :

Conf � �

�

! 2

Conf

b e the function where � ( c onf ; u ) is the set of con�gurations

reac hed at the end of all runs from c onf on u in the con�guration graph. An

ac c epting run of A on u is a run from the initial con�guration c

0

that ends in

a con�guration whose state is in the �nal set F . A w ord u is ac c epte d b y A if

there is an accepting run of A on u , i.e. if � ( c

0

; u ) \ ( F � St ) 6= ; . The language

of A , L ( A ), is de�ned as the set of w ords u 2 �

�

accepted b y A .

Let WM b e the set of w ell-matc hed w ords o v er

b

� , i.e, the set of all w ords

generated b y the grammar : S ! cS r S (for eac h c 2 �

call

), S ! aS (for eac h

a 2 �

in t

), and S ! � . W e will denote b y w ; w

0

; w

i

; : : : w ords in WM . Note that

a mo dular VP A accepts only w ords that are in f ( m

0

; p

0

) g : WM (since the �nal

states are in mo dule m

0

, and the initial sym b ol ( m

0

; p

0

) is not considered a call).

A w ord u r e aches state q in A if ( q ; � ) 2 � ( c

0

; u ) for some � 2 St . Note that

if q b elongs to mo dule m , then u = u

1

( m; p ) w for some p 2 P

m

and w 2 WM .

W e sa y that ( m; p ) w is an ac c ess string for state q in A .

A (complete) mo dular VP A is said to b e deterministic if its transition relation

is deterministic, i.e. for eac h m 2 M :

{ 8 q 2 Q

m

; a 2 �

in t

, there is at most one q

0

suc h that ( q ; a; q

0

) 2 �

m

in t

; and

{ 8 q 2 Q; q

0

2 Q

m

, there is exactly one q

00

suc h that ( q ; q

0

; q

00

) 2 �

m

ret

.



Note that transitions on calls are alw a ys deterministic since the target state is

alw a ys the unique en try state asso cia ted with the call.

A mo dular VP A is said to b e c omplete if a transition of ev ery lab el is enabled

from ev ery state, i.e. for eac h m 2 M ,

{ for eac h q 2 Q

m

and ( n; p ) 2 �

call

, ( q ; ( n; p ) ; q

p

n

) 2 �

m

call

;

{ for eac h q 2 Q

m

and a 2 �

in t

, 9 q

0

suc h that ( q ; a; q

0

) 2 �

m

in t

; and

{ for eac h q 2 Q and q

0

2 Q

m

, 9 q

00

suc h that ( q ; q

0

; q

00

) 2 �

m

ret

.

A r e cursive state machine (RSM) is a mo dular VP A with no �nal states

set and where ev ery w ord that has a run on it can b e completed to a w ell-

matc hed w ord. More precisely , the language de�ned b y an RSM R is the set of

w ords u suc h that there is a path in the con�guration graph from the initial

con�guration, and w e require that for ev ery u 2 L ( R ), there is some w ord w 2

( f ( m

0

; p

0

) g : WM ) \ L ( R ), suc h that u is a pre�x of w .

Let MR b e the set of all w ords with \matc hed-returns", i.e. where ev ery

return has a matc hing call, i.e. MR = f u 2 �

�

j 9 v 2 �

�

; uv 2 WM g . It is easy

to see then that the language of an RSM consists of w ords in ( m

0

; p

0

) : MR .

The size of a mo dular VP A (or RSM) is the n um b er of states in it; when w e

refer to minimization, w e mean minimizing the n um b er of states.

The de�nition of mo dular VP As ab o v e has b een c hosen carefully with �nal

states only in the initial mo dule, and disallo wing calls to the initial mo dule. Note

that if w e did allo w �nal states in non-initial mo dules, then complete VP As are

less p o w erful than incomplete ones. F or example, if u ( m; p ) is accepted b y a

complete VP A, then u

0

( m; p ) is also accepted b y it. An incomplete VP A can

disallo w the call after u

0

and hence reject u

0

( m; p ). Ho w ev er, incomplete VP As

are to o ill b eha v ed in the sense that w e can enco de parameters in to the state

b eing pushed at a call in an incomplete VP A, leading minimization results to

fail. The fo cus on complete VP As is a subtle and tric ky restriction that allo ws

our minimization result to go through.

Section 4 and Section 5 will consider only complete mo dular VP As, and

sho w the learning and conformance testing results for them. In the latter half of

Section 3, w e sho w ho w to handle (incomplete) RSMs b y using the results for

complete mac hines.

3 Minimi z ati on of VP As and RSMs

Minim i zation of comple te mo dul ar VP As: In this section, w e will sho w

that for an y c omplete mo dular VP A A , there exists a unique minimal (with

resp ect to n um b er of states) deterministic mo dular VP A that accepts the same

language as A do es. As a corollar y , it will follo w that deterministic complete

mo dular VP As are as p o w erful as non-deterministic complete ones.

Lemm a 1. F or any c omplete mo dular VP A A , ther e exists a unique minimal

c omplete mo dular VP A A

0

such that L ( A

0

) = L ( A ) . F urther, given a c omplete

deterministic mo dular VP A A , the unique minimal deterministic mo dular VP A

e quivalent to it c an b e c onstructe d in p olynomia l time.
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Fig. 1. (a) and (b): Tw o non-

isomorphic minim um-state RSMs; (c)

completing the RSM

Pr o of. (sk etc h)

Let A = ( f Q

m

; f q

p

m

g

p 2 P

m

; �

m

g

m 2 M

; F )

and let L ( A ) = L . F or ev ery m 2 M ,

w e de�ne an equiv alence relation �

m

on

P

m

� WM whic h dep ends on L (and not

on A ) as: ( p

1

; w

1

) �

m

( p

2

; w

2

) i� 8 u; v 2

�

�

u ( m; p

1

) w

1

v 2 L i� u ( m; p

2

) w

2

v 2 L

Note that �

m

is a congruence in

the sense that if ( p

1

; w

1

) �

m

( p

2

; w

2

),

then for an y w ell-matc hed w ord w ,

( p

1

; w

1

w ) �

m

( p

2

; w

2

w ).

Let [( p; w )]

m

denote the equiv alence

class of ( p; w ) with resp ect to �

m

. It

can b e sho wn that �

m

has at most

2

j Q

m

j

equiv alence classes. These equiv a-

lence classes corresp o nd to states of the

unique minimal complete deterministic

mo dular VP A. The details of the con-

struction and complexit y , and the pro of

of minimalit y can b e found in [17]. ut

Let A b e a complete mo dular VP A.

F or distinct states q

1

; q

2

in mo dule

m of A with access strings ( m; p

1

) w

1

and ( m; p

2

) w

2

resp ectiv ely , a pair of

strings ( u; v ) is a distinguishing test for

f q

1

; q

2

g if exactly one of u ( m; p

1

) w

1

v

and u ( m; p

2

) w

2

v is in L ( A ). By the

ab o v e theorem, for a minimal complete

mo dular VP A A , there is a set D of

distinguishing tests suc h that for ev ery

mo dule m and distinct states q

1

; q

2

in

mo dule m of A , there is a distinguishing

test ( u; v ) 2 D for f q

1

; q

2

g . W e call suc h

a set D a c omplete set of distinguishing

tests.

Minim i zation of recursiv e state mac hines: Figure 1 sho ws t w o non-

isomorphic (incomplete) RSMs that use minimal n um b er of states and accept

the same language. The call with parameter p

1

c hec ks if there are an ev en n um-

b er of a 's (from the call to the return) while the parameter p

2

c hec ks if there are

an ev en n um b er of b 's. The �rst mac hine pro cesses the parameters separately ,

while the second mac hine pro cesses b oth parameters and lets the caller c ho ose



the appropriate result. Ho w ev er, if w e restrict to complete mac hines, then w e

can complete the �rst mac hine b y enabling all calls from q

0

and q

1

, to get a

mo dular VP A that accepts the language L

0

= f w 2 WM j 8 v � w ; v 2 L g

3

,

where L is the language accepted b y the RSM (see Fig. 1(c); all edges are not

dra wn). Ho w ev er, the second automaton cannot b e transformed this w a y: if w e

enable the call ( m; p

2

) from q

0

, then up on returning from a call, w e w ould not

kno w whether the mo dule w as called with p

1

or p

2

, and hence cannot accept the

righ t language.

Our strategy for minimizing RSMs is to translate an RSM in to a complete

mo dular VP A, minimize it, and translate it bac k to an RSM. This results in an

RSM whose size is at most a factor k of the minimal size p ossible, where k is

b ound b y the maxim um n um b er of parameters in an y mo dule of the RSM.

Lemm a 2. L et R = ( f Q

m

; f q

p

m

g

p 2 P

m

; �

m

g

m 2 M

) b e an RSM and let k b e the

maximum numb er of p ar ameters for any mo dule. Then ther e exists a c omplete

mo dular VP A A such that L ( A ) = f w 2 WM j 8 v � w ; v 2 L ( R ) g . F urther, the

size of A is at most k times R , and A is deterministic if R is deterministic.

Lemm a 3. L et R b e an RSM, and let

^

A b e the c omplete minimal deterministic

automaton such that L (

^

A ) = f w 2 WM j 8 v � w ; v 2 L ( R ) g . Then ther e

exists a deterministic RSM R

0

with at most the numb er of states in

^

A , such that

L ( R

0

) = L ( R ) .

Using the lemmas ab o v e and Lemma 1, w e can sho w:

Theorem 1. Given a deterministic RSM R , we c an c ompute in p olynomia l time

an RSM

^

R that ac c epts the same language, such that if R

0

is any RSM ac c epting

L ( R ) , then

^

R has at most k times the numb er of states R

0

has.

Pr o of. Giv en R , w e complete it (using Lemma 2), minimize it (using Lemma 1),

and using Lemma 3, build an incomplete RSM

^

R (all this tak es p olynomial

time). If R

0

is another RSM accepting the same language as R do es, then its

completion results in the same language as the completion of R , and is at most k

times size of R

0

. Since

^

R w as obtained using incompletion of a minimal mac hine

(and the incompletion pro cess only remo v es states), the result follo ws.

4 Learning complete mo dular VP As

W e will no w consider the problem of exactly learning a target con text free lan-

guage L (o v er h M ; f P

m

g

m 2 M

; m

0

;

b

� i ) b y constructing a complete, mo dular VP A

for L from examples of strings in L and those not in L . In our learning mo del,

w e will assume that the learning algorithm is in teracting with a kno wledgeable

teac her (often called a minimal ly ade quate te acher ) who assists the learner in

iden tifying L . W e can think of the teac her as an oracle answ ering t w o t yp es of

queries

3

� denotes the pre�x relation on w ords.



Mem b e rshi p Query The learning algorithm ma y select an y string x and ask

whether x is a mem b er of L .

Equiv alence Query In suc h a query , the algorithm submits a h yp othesis RSM

b

A . If L = L (

b

A ) then the teac her informs the learning algorithm that it has

correctly iden ti�ed the target language. Otherwise, in resp onse to the query ,

the learner receiv es a c ounter-example w ord ( m

0

; p

0

) x where x is a w ell-

matc hed string and ( m

0

; p

0

) x 2 ( L n L (

b

A )) [ ( L (

b

A ) n L ). No assumptions are

made ab out ho w the coun ter-example is c hosen. In particular the coun ter-

example x ma yb e pic k ed adv ersar ia lly .

Our goal is to design an algorithm that iden ti�es L in time whic h is p olynomial in

the size of the smallest mo dular VP A recognizing L and the length of the longest

coun ter-example presen ted to it. The algorithm that w e presen t is v ery similar

to the learning algorithm for regular languages due to Angluin [9]. Ho w ev er our

presen tation is closer in spirit to the algorithm due to Kearns and V azirani [15].

4.1 Ov erview of algorithm

Let A b e the smallest, complete, deterministic, mo dular VP A that recognizes

the target language L and let size ( A ) b e the n um b er of states of A . Recall from

Lemma 1, that the states of A corresp o nd to the equiv alence classes of �

m

. The

main idea b ehind the learning algorithm will b e to progres s iv e ly iden tify the

equiv alence classes of �

m

; the construction of the VP A A from �

m

will b e the

same as that outlined in Lemma 1 (see [17]).

The learning algorithm will pro ceed in phases. During the execution, the

algorithm will main tain equiv alence relations (not necessarily congruences) �

m

on P

m

� WM suc h that if ( p

1

; w

1

) �

m

( p

2

; w

2

) then ( p

1

; w

1

) �

m

( p

2

; w

2

). In other

w ords, �

m

will alw a ys b e a re�nemen t of �

m

. The algorithm will also ensure

that if it kno ws ( m

0

; p

0

) w

1

2 L and ( m

0

; p

0

) w

2

62 L , then ( p

0

; w

1

) 6�

m

0

( p

0

; w

2

).

F urther the equiv alence �

m

itself will b e main tained implicitly using a data

structure called a classi�c atio n for est , suc h that deciding if ( p

1

; w

1

) �

m

( p

2

; w

2

)

is e�cien t; this is formally stated next. A classi�cation forest is v ery similar to a

classi�cation tree, in tro duced b y V azirani and Kearns. Readers unfamiliar with

the V azirani-Kea r ns data structure are referred to [17].

Prop osition 1. Given ( p

1

; w

1

) and ( p

2

; w

2

) , ( p

1

; w

1

) �

m

( p

2

; w

2

) c an b e de-

cide d using O ( size ( A )) memb ership queries.

In addition to main taining the equiv alence relation �

m

, the algorithm will

main tain a represen tativ e ( p; w ) for eac h equiv alence class [( p; w )]

m

of �

m

. In

what follo ws w e will denote the represen tativ e of [( p; w )]

m

b y rep ([( p; w )]

m

). In

particular, the algorithm will ensure that ( p

0

; � ) is alw a ys among the represen ta-

tiv es. In eac h phase of the algorithm, these represen tativ es will b e used to con-

struct a h yp othesis mac hine

b

A . A mo dule m will ha v e one state corresp o nding to

eac h represen tativ e rep ([( p; w )]

m

). The transitions are naturally determined b y

the relation �

m

as follo ws. On a call sym b ol ( m; p ), ev ery state has a transition to



the state rep ([( p; � )]

m

). On an in ternal sym b ol a , a state ( p; w ) = rep ([( p; w )]

m

)

has a transition to the state rep ([( p; w a )]

m

). Finally on a return with ( p

1

; w

1

) =

rep ([( p

1

; w

1

)]

m

1

) on top of the stac k, the state ( p

2

; w

2

) = rep ([( p

2

; w

2

)]

m

2

) has

a transition to the state rep ([( p

1

; w

1

( m

2

; p

2

) w

2

r )]

m

1

). Observ e that since �

m

is

not necessarily a congruence, the mac hine

b

A dep ends on the represen tativ es c ho-

sen. Finally , b y using sp ecial data structures, this mac hine can b e constructed

e�cien tly from �

m

and the represen tativ es (details are in [17]).

In eac h phase, the algorithm will construct the h yp othesis mac hine

b

A based

on the curren t �

m

and represen tativ es. It will then ask an equiv alence query

with the mac hine

b

A . If the query has a p ositiv e answ er, the learning algorithm

will stop and one can sho w that in this case �

m

= �

m

and that

b

A is exactly the

mac hine A . On the other hand the equiv alence oracle ma y presen t a coun ter

example string w . The algorithm will pro cess this coun ter example to re�ne

�

m

to disco v er a new equiv alence class of �

m

. The details of ho w the coun ter-

example is pro cessed is similar to Angluin's algorithm and is skipp ed in the

in terests of space; the in terested reader is referred to [17].

The o v erall algorithm is th us as follo ws. The algorithm starts with a h yp othe-

sis mac hine, where eac h mo dule has exactly one state; th us ( p

1

; w

1

) �

m

( p

2

; w

2

)

for an y p

1

; p

2

; w

1

; w

2

. In eac h phase the algorithm asks an equiv alence query

with the curren t h yp othesis, and uses the answ er to re�ne the equiv alence �

m

b y iden tifying one more equiv alence class of �

m

. This pro cess rep eats un til the

algorithm has iden ti�ed all the equiv alence classes of �

m

. This algorithm can b e

implemen ted e�cien tly and this is the main theorem of this section.

Theorem 2. L et L b e a language ac c epte d by a c omplete, deterministic VP A

and let A b e the smal lest mo dular VP A ac c epting L . The le arning algorithm

identi�es A by making at most size ( A ) c al ls to the e quivalenc e or acle, and

O ( size ( A )( size ( A ) + n )) c al ls to the memb ership or acle, wher e n is the length

of the longest c ounter-example r eturne d by the e quivalenc e or acle.

4.2 Co op erativ e T eac her

The running time of the learning algorithm presen ted in the previous section

has the same dep endence on the size of the minimal mac hine and the length

of coun ter-examples, as the learning algorithm for regular languages. Ho w ev er,

there is one imp ortan t di�erence. F or regular languages, a c o op er a ti v e teac her

can alw a ys �nd a coun ter-example of length at most size ( A ) in resp onse to

an equiv alence query , yielding a p olynomial running time in the presence of

co op era tiv e teac hers. This is, ho w ev er not the case for VP As as the shortest

coun ter-example in resp onse to an equiv alence query ma yb e as long as 2

size ( A )

.

Th us, ev en if the coun ter-examples are guaran teed to b e the shortest p ossible,

the learning algorithm for VP As will not run in p olynomial time.

There is, ho w ev er, one form of co op erativ e teac her who can assist in learning

the target VP A fast. Observ e that ev en though the shortest coun ter-example

ma yb e exp onen tially long, it is t ypically highly structured and has a v ery small,

succinct represen tation. Consider an equation system f x

i

= t

i

g

k

i � 1

, where x

i

is a



v ariable and t

i

is a w ell-matc hed string o v er � [ f x

1

; : : : x

i � 1

g . The v ariable x

k

in suc h an equation system represen ts a string o v er WM that can b e obtained

b y progres s iv e ly solving for x

i

for increasing v alues of i , b y replacing solutions

for x

1

; : : : x

i � 1

. It can b e sho wn that there is an equation system of size at most

size ( A ) that represen ts a coun ter-example to an y equiv alence query . F urther,

giv en a coun ter-example represen ted b y an equation system (instead of explic-

itly), w e can pro cess the coun ter example using linearly man y (in the size of

the equation system) mem b ership queries to disco v er a new state in the h yp oth-

esis mac hine. The details are a straigh tforw a r d extension of the ideas already

presen ted, and are skipp ed in the in terests of space.

5 Conformance testing

W e no w describ e the setting for conformance testing. W e are giv en a sp e ci�c atio n

machine S and a \blac k-b o x" implementation machine I that are b oth deter-

ministic complete mo dular VP As o v er h M ; f P

m

g

m 2 M

; �

in t

; �

ret

i . The task is to

test whether or not I is equiv alen t to S , i.e. L ( I ) = L ( S ). In order to ac hiev e

this, w e mak e the follo wing assumptions:

1. S is minimized and has n states;

2. I is equiv alen t to a deterministic complete mo dular VP A that has at most

N states;

3. I do es not c hange during the testing exp erimen t.

Note that assumption 1 can b e made with no loss of generalit y , since the

sp eci�cation S is kno wn, and hence w e can assume it is minimized. Assumption 2

is necessary in order to guaran tee that ev ery state of the implemen tation is

explored. The need for assumption 3 is ob vious.

A sample o v er � is a pair ( T

+

; T

�

), where T

+

; T

�

are �nite subsets of

�

�

. A mo dular VP A A is c onsistent with sample ( T

+

; T

�

) if T

+

� L ( A ) and

T

�

� L ( A ) .

De�nition 2. A conformance test for ( S ; I ) is a sample ( T

+

; T

�

) over � such

that S is c onsistent with ( T

+

; T

�

) and, for any I satisfying the ab ove assump-

tions, I is c onsistent with ( T

+

; T

�

) if and only if L ( I ) = L ( S ) .

Let Q

S

(the states of S ) b e f q

1

; q

2

; : : : ; q

n

g , with access strings ( m

1

; p

1

) w

1

,

( m

2

; p

2

) w

2

, : : : , ( m

n

; p

n

) w

n

resp ectiv ely , and let the set of �nal states of S b e

F

S

. Assume without loss of generalit y that the access string for ev ery en try

state q

p

m

of S is ( m; p ), and that q

1

= q

p

0

m

0

. Let Q

I

(the set of states of I ) b e

f ^q

1

; ^q

2

; : : : ; ^q

N

g , let ^q

1

= ^q

p

0

m

0

, and let the set of �nal states of I b e F

I

.

Since S is minimized and has n states, for I to b e equiv alen t to S it is

necessary for I to ha v e at least n distinct states. Using the fact that S , b e-

ing minimized, has a complete set of distinguishing tests, w e construct a sam-

ple ( T

+

0

; T

�

0

) suc h that an y mo dular VP A consisten t with it has at least n

states. Let D b e a complete set of distinguishing tests for S . Hence, for ev-

ery distinct pair of states q

i

; q

j

in mo dule m , there is a distinguishing test



( u

ij

; v

ij

) 2 D for f q

i

; q

j

g . F or ev ery i = 1 ; : : : ; n , let D

i

=

S

j

f ( u

ij

; v

ij

) g . De�ne

T

0

=

S

n

i =1

f u ( m

i

; p

i

) w

i

v j ( u; v ) 2 D

i

g . Let T

+

0

= T

0

\ L ( S ) and T

�

0

= T

0

n L ( S ).

The follo wing lemma is easy to pro v e.

Lemm a 4. If I is c onsistent with ( T

+

0

; T

�

0

) , then

1. for every i 6= j , ( m

i

; p

i

) w

i

and ( m

j

; p

j

) w

j

ar e ac c ess strings for distinct

states of I (henc e N � n )

2. ther e ar e ac c ess strings f x

i

g

N

i =1

for al l states of I , wher e x

i

= ( m

i

; p

i

) w

i

for

i = 1 ; : : : ; n and for i > n , x

i

is of one of the fol lowi ng forms: x

i

= y a ,

wher e a 2 �

in t

; or x

i

= y z r , wher e y ; z 2 f x

1

; x

2

; : : : ; x

i � 1

g and z 6= x

1

.

Note that ev ery access string x

i

of I is of the form ( m; p ) w for some m 2

M ; p 2 P

m

; w 2 WM . Assume without loss of generalit y that for eac h i , x

i

is

an access string for ^q

i

. If I is equiv alen t to S , it is necessary that for eac h i , x

i

is an access string of a �nal state of I if and only if x

i

is an access string of a

�nal state in S . W e de�ne a sample ( T

+

1

; T

�

1

) suc h that I is consisten t with this

sample if this condition holds.

De�ne h : Q

I

! Q

S

as follo ws: h ( ^q

i

) = q

j

i� x

i

is an access string for q

j

in

S . De�ne T

1

= f x

i

j i = 1 ; : : : ; N g . Let T

+

1

= T

1

\ L ( S ) and T

�

1

= T

1

n L ( S ).

W e immediately ha v e the follo wing lemma:

Lemm a 5. If I is c onsistent with ( T

+

1

; T

�

1

) , then for every 1 � i � n , ^q

i

2 F

I

i� h ( ^q

i

) 2 F

S

.

Our goal is to design a sample ( T

+

; T

�

) suc h that if I is consisten t with it,

then L ( I ) = L ( S ). In view of Lemma 5, it is enough to construct a sample suc h

that if I is consisten t with it, then for ev ery u 2 MR , h ( ^q

i

)

u

� !

S

h ( ^q

j

) whenev er

^q

i

u

� !

I

^q

j

. De�ne

T

2

=

S

n

i =1

f ux

i

av j a 2 �

in t

; ( u; v ) 2 D

j

where h ( ^q

i

)

a

� !

S

q

j

g

T

3

=

S

n

i;j =1

f ux

j

x

i

r v j ( u; v ) 2 D

k

where h ( ^q

i

)

h ( ^q

j

)

� � � !

S

q

k

g

It is not hard to see that if I is consisten t with ( T

2

\ L ( S ) ; T

2

n L ( S )), then for

ev ery a 2 �

in t

, h ( ^q

i

)

a

� !

S

h ( ^q

j

) whenev er ^q

i

a

� !

I

^q

j

. Similarly , it can b e sho w that

if I is consisten t with ( T

3

\ L ( S ) ; T

3

n L ( S )), then h ( ^q

i

)

h ( ^q

j

)

� � � !

S

h ( ^q

k

) whenev er

^q

i

^q

j

� !

I

^q

k

. Finally , since w e had assumed that the access string for eac h en try

state q

p

m

of S w as ( m; p ) and x

j

= ( m; p ) for some 1 � j � n , it follo ws that

h ( ^q

p

m

) = q

p

m

. Hence, h ( ^q

i

)

( m;p )

� � � !

S

h ( ^q

p

m

) whenev er ^q

i

( m;p )

� � � !

I

^q

p

m

. The follo wing

theorem no w follo ws.

Theorem 3. L et T = T

0

[ T

1

[ T

2

[ T

3

. If I is c onsistent with ( T \ L ( S ) ; T n L ( S )) ,

then L ( I ) = L ( S )

Pr o of. By the ab o v e observ atio ns , for an y string u 2 MR , it follo ws b y induction

on the length of u that h ( ^q

i

)

u

� !

S

h ( ^q

j

) whenev er ^q

i

u

� !

I

^q

j

. No w Lemma 5 implies

that L ( I ) = L ( S ). ut



By the ab o v e Theorem, a conformance test ( T

+

; T

�

) for ( S ; I ) can b e con-

structed giv en a complete set of distinguishing tests D for S , and a set of access

strings for all states of I . W e sho w ho w these requiremen ts can b e met.

Constructing a complete set of distinguis hi ng tests

Lemm a 6. If S is a minimize d deterministic c omplete mo dular VP A, a c omplete

set of distinguishing tests D c an b e c onstructe d e�e ctively.

The pro of of the ab o v e lemma is presen ted in the full v ersion [17]. Let 
 =

� [ f x

i

g

n

i =1

. The follo wing lemma is a simple corollar y to Lemma 6.

Lemm a 7. A c omplete set of distinguishing tests D for S c an b e r epr esente d as

�

n

2

�

strings in 


�

, e ach of length O ( n

2

) , wher e n is the numb er of states of S .

Constructing access strings

Let 
 b e as de�ned ab o v e, and let 


0

= 
 [ f x

n +1

; : : : ; x

N

g . By Lemma 4, if I is

consisten t with ( T

+

0

; T

�

0

), there is a system of N � n equations, eac h represen table

b y O (1) sym b ols in 


0

, describing the set of access strings for all states in I .

There are at most

�

N j � j + N

2

�

N � n

suc h systems of equations, at least one of

whic h describ es a correct set of access strings for I . Assuming j � j is a constan t,

a set of access strings for I can b e represen ted in O ( n log n + N

2( N � n )

log N )

space.

6 Blac k Bo x Chec king

Our learning algorithm, along with our algorithm to generate conformance tests,

can b e used in a p o w erful w a y to mo del c hec k blac k-b o x progra ms whose struc-

ture is unkno wn. Blac k-b o x c hec king w as in tro duced in [21], and in this frame-

w ork one assumes that while the structure of the system is unkno wn, it can

b e sim ulated to see if it exhibits certain b eha viors. The main idea is to use a

mac hine learning algorithm to construct a mo del of the progra m and then use

the constructed mac hine mo del for v eri�cation. Our learning algorithm requires

a teac her to answ er b oth mem b ership and equiv alence queries. So in order to use

our learning algorithm to construct a mo del of the progra m, w e will need to �nd

a w a y to answ er these queries. Mem b ership queries corresp o nd to whether a cer-

tain sequence of steps is executed b y the system; th us they can b e answ ered b y

sim ulating the system. Equiv alence queries are handled b y constructing a con-

formance test. W e assume that an a priori upp er b ound on the size of the mo del

of the progra m is kno wn. When the learning algorithm builds a h yp othesis ma-

c hine, w e construct a conformance test using the h yp othesis as the sp eci�cation

and the progra m as the implemen tation. If the progra m b eha v es the same w a y

as the constructed h yp othesis, then w e ha v e constructed a faithful mo del of the

progra m. On the other hand, if the progra m di�ers from the h yp othesis, then

the conformance test giv es us the coun ter-example needed for the learning algo-

rithm to re�ne its h yp othesis. Th us, using the learning and testing algorithms

presen ted here, w e can p erform blac k-b o x c hec king of recursiv e progra ms .
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