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Abstract. The v eri�cation problem for a system consisting of comp o-

nen ts can b e decomp osed in to simpler subproblems for the comp onen ts

using assume-guaran tee reasoning. Ho w ev er, suc h comp ositional reason-

ing requires user guidance to iden tify appropriate assumptions for com-

p onen ts. In this pap er, w e prop ose an automated solution for disco v er-

ing assumptions based on the L

�

algorithm for activ e learning of reg-

ular languages. W e presen t a sym b olic implemen tation of the learning

algorithm, and incorp orate it in the mo del c hec k er NuSMV. Our exp eri-

men ts demonstrate signi�can t sa vings in the computational requiremen ts

of sym b olic mo del c hec king.

1 In tro duction

In spite of impressiv e progress in heuristics for searc hing the reac hable state-

space of system mo dels, scalabilit y still remains a c hallenge. Comp ositional v er-

i�cation tec hniques address this c hallenge b y a \divide and conquer" strategy

aimed at exploiting the mo dular structure naturally presen t in system designs.

One suc h prominen t tec hnique is the assume-guar ante e rule: to v erify that a

state prop ert y ' is an in v arian t of a system M comp osed of t w o mo dules M

1

and M

2

, it su�ces to �nd an abstract mo dule A suc h that (1) the comp osition

of M

1

and A satis�es the in v arian t ' , and (2) the mo dule M

2

is a re�nemen t of

A . Here, A can b e view ed as an assumption on the en vironmen t of M

1

for it to

satisfy the prop ert y ' . If w e can �nd suc h an assumption A that is signi�can tly

smaller than M

2

, then w e can v erify the requiremen ts (1) and (2) using auto-

mated searc h tec hniques without ha ving to explore M . In this pap er, w e prop ose

an approac h to �nd the desired assumption A automatically in the con text of

sym b olic state-space exploration.

If M

1

comm unicates with M

2

via a set X of common b o olean v ariables,

then the assumption A can b e view ed as a language o v er the alphab et 2

X

. W e

compute this assumption using the L

�

algorithm for learning a regular language

using mem b ership and equiv alence queries [6, 21]. The learning-based approac h

pro duces a minimal DF A, and the n um b er of queries is only p olynomial in
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the size of the output automaton. The mem b ership query is to test whether

a giv en sequence � o v er the comm unication v ariables b elongs to the desired

assumption. W e implemen t this as a sym b olic in v arian t v eri�cation query that

c hec ks whether the mo dule M

1

comp osed with the sequence � satis�es ' [16].

F or an equiv alence query , giv en a curren t conjecture assumption A , w e �rst test

whether M

1

comp osed with A satis�es ' using sym b olic state-space exploration.

If not, the coun ter-example pro vided b y the mo del c hec k er is used b y the learning

algorithm to revise A . Otherwise, w e test if M

2

re�nes A , whic h is feasible since

A is represen ted as a DF A. If the re�nemen t test succeeds, w e can conclude that

M satis�es the in v arian t, otherwise the mo del c hec k er giv es a sequence � allo w ed

b y M

2

, but ruled out b y A . W e then c hec k if the mo dule M

1

sta ys safe when

executed according to � : if so, � is used as a coun ter-example b y the learning

algorithm to adjust A , and otherwise, � is a witness to the fact that the original

mo del M do es not satisfy ' .

While the standard L

�

algorithm is designed to learn a particular language,

and the desired assumption A b elongs to a class of languages con taining all

languages that satisfy the t w o requiremen ts of the assume-guaran tee rule, w e

sho w that the ab o v e strategy w orks correctly . The learning-based approac h to

automatic generation of assumptions is app ealing as it builds the assumption

incremen tally guided b y the mo del-c hec king queries, and if it encoun ters an

assumption that has a small represen tation as a minimal DF A, the algorithm will

stop and use it to pro v e the prop ert y . In our con text, the size of the alphab et itself

gro ws exp onen tially with the n um b er of comm unication v ariables. Consequen tly ,

w e prop ose a sym b olic implemen tation of the L

�

algorithm where the required

data structures for represen ting mem b ership information and the assumption

automaton are main tained compactly using ordered BDDs [9] for pro cessing the

comm unication v ariables.

F or ev aluating the prop osed approac h, w e mo di�ed the state-of-the-art sym-

b olic mo del c hec k er NuSMV [10]. In Section 5, w e rep ort on a few examples

where the original mo dels con tain around 100 v ariables, and the computational

requiremen ts of NuSMV are signi�can t. The only man ual step in the curren t

protot yp e in v olv es sp ecifying the syn tactic decomp osition of the mo del M in to

mo dules M

1

and M

2

. While the prop osed comp ositional approac h do es not al-

w a ys lead to impro v emen t (this can happ en when no \go o d" assumption exists

for the c hosen decomp osition in to mo dules M

1

and M

2

), dramatic gains are ob-

serv ed in some cases reducing either the required time or memory b y one or t w o

orders of magnitude, or con v erting infeasible problems in to feasible ones.

Finally , it is w orth p oin ting out that, while our protot yp e uses BDD-based

state-space exploration, the approac h can easily b e adopted to p ermit other

mo del c hec king strategies suc h as SA T-based mo del c hec king [8, 18] and coun ter-

example guided abstraction re�nemen t [15, 11].

Related W ork Comp ositional reasoning using assume-guaran tee rules has a

long history in the formal v eri�cation literature [22, 13, 1, 4, 17, 14, 19]. While

suc h reasoning is supp orted b y some to ols (e.g. Mocha [5]), the c hallenging

task of �nding the appropriate assumptions is t ypically left to the user and only



a few attempts ha v e b een made to automate the assumption generation (in [3],

the authors presen t some heuristics for automatically constructing assumptions

using game-theoretic tec hniques).

Our w ork is inspired b y the recen t series of pap ers b y the researc hers at

NASA Ames on comp ositional v eri�cation using learning [12, 7]. Compared to

these pap ers, w e b eliev e that our w ork mak es three con tributions. First, w e

presen t a sym b olic implemen tation of the learning algorithm, and this is essen tial

since the alphab et is exp onen tial in the n um b er of comm unication v ariables.

Second, w e address and explain explicitly ho w the L

�

algorithm designed to learn

an unkno wn, but �xed, language is adapted to learn some assumption from a

class of correct assumption languages. Finally , w e demonstrate the b ene�ts of

the metho d b y incorp orating it in a state-of-the-art publicly a v ailable sym b olic

mo del c hec k er.

It is w orth noting that recen tly the L

�

algorithm has found applications in

formal v eri�cation b esides automating assume-guaran tee reasoning: our soft w are

v eri�cation pro ject JIST uses predicate abstraction and learning to syn thesize

(dynamic) in terfaces for Ja v a classes [2]; [23] uses learning to compute the set of

reac hable states for v erifying in�nite-state systems; while [20] uses learning for

black b ox che cking , that is, v erifying prop erties of partially sp eci�ed implemen-

tations.

2 Sym b olic mo dules

In this section, w e formalize the notion of a sym b olic mo dule, the notion of

comp osition of mo dules and explain the assume-guaran tee rule w e use in this

pap er.

Sym b olic mo dules In the follo wing, for an y set of v ariables X , w e will denote

the set of primed v ariables of X as X

0

= f x

0

j x 2 X g . A predicate ' o v er X

is a b o olean form ula o v er X , and for a v aluation s for v ariables in X , w e write

' ( s ) to mean that s satis�es the form ula ' .

A symb olic mo dule is a tuple M ( X ; X

I

; X

O

; Init ; T ) with the follo wing com-

p onen ts:

{ X is a �nite set of b o olean variables con trolled b y the mo dule,

{ X

I

is a �nite set of b o olean input variables that the mo dule reads from its

en vironmen t; X

I

is disjoin t from X ,

{ X

O

� X is a �nite set of b o olean output variables that are observ able to the

en vironmen t of M ,

{ Init ( X ) is an initial state pr e dic ate o v er X ,

{ T ( X ; X

I

; X

0

) is a tr ansition pr e dic ate o v er X [ X

I

[ X

0

where X

0

represen ts

the v ariables enco ding the successor state.

Let X

IO

= X

I

[ X

O

denote the set of comm unication v ariables. A state s of

M is a v aluation of the v ariables in X ; i.e. s : X ! f true ; false g . Let S denote

the set of all states of M . An input state s

I

is a v aluation of the input v ariables



X

I

and an output state s

O

is a v aluation of X

O

. Let S

I

and S

O

denote the set

of input states and output states, resp ectiv ely . Also, S

IO

= S

I

� S

O

. F or a state

s o v er a set X of v ariables, let s [ Y ], where Y � X denote the v aluation o v er Y

obtained b y restricting s to Y .

The seman tics of a mo dule is de�ned in terms of the set of runs it exhibits. A

run of M is a sequence s

0

; s

1

; � � � , where eac h s

i

is a state o v er X [ X

I

, suc h that

Init ( s

0

[ X ]) holds, and for ev ery i � 0, T ( s

i

[ X ] ; s

i

[ X

I

] ; s

0

i +1

[ X

0

]) holds (where

s

0

i +1

( x

0

) = s

i +1

( x ), for ev ery x 2 X ). F or a mo dule M ( X ; X

I

; X

O

; Init ; T ) and a

safety pr op erty ' ( X

IO

), whic h is a b o olean form ula o v er X

IO

, w e de�ne M j = '

if, for ev ery run s

0

; s

1

; � � � , for ev ery i � 0, ' ( s

i

) holds. Giv en a run s

0

; s

1

; � � �

of M , the tr ac e of M is a sequence s

0

[ X

IO

] ; s

1

[ X

IO

] ; � � � of input and output

states. Let us denote the set of all the traces of M as L ( M ). Giv en t w o mo dules

M

1

= ( X

1

; X

I

; X

O

; Init

1

; T

1

) and M

2

= ( X

2

; X

I

; X

O

; Init

2

; T

2

) that ha v e the

same input and output v ariables, w e sa y M

1

is a r e�nement of M

2

, denoted

M

1

v M

2

, if L ( M

1

) � L ( M

2

).

Comp osition of mo dules The sync hronous comp osition op erator k is a com-

m utativ e and asso ciativ e op erator that comp oses mo dules. Giv en t w o mo dules

M

1

= ( X

1

; X

I

1

; X

O

1

; Init

1

; T

1

) and M

2

= ( X

2

; X

I

2

; X

O

2

; Init

2

; T

2

), with X

1

\ X

2

=

; , M

1

k M

2

= ( X ; X

I

; X

O

; Init ; T ) is a mo dule where:

{ X = X

1

[ X

2

, X

I

= ( X

I

1

[ X

I

2

) n ( X

O

1

] X

O

2

), X

O

= X

O

1

] X

O

2

,

{ Init ( X ) = Init

1

( X

1

) ^ Init

2

( X

2

),

{ T ( X ; X

I

; X

0

) = T

1

( X

1

; X

I

1

; X

0

1

) ^ T

2

( X

2

; X

I

2

; X

0

2

).

W e can no w de�ne the mo del-c hec king problem w e consider in this pap er:

Giv en mo dules M

1

= ( X

1

; X

I

1

; X

O

1

; Init

1

; T

1

) and M

2

= ( X

2

; X

I

2

; X

O

2

;

Init

2

; T

2

), with X

1

\ X

2

= ; , X

I

1

= X

O

2

and X

O

1

= X

I

2

(let X

IO

=

X

IO

1

= X

IO

2

), and a safet y prop ert y ' ( X

IO

), do es ( M

1

k M

2

) j = ' ?

Note that w e are assuming that the safet y prop ert y ' is a predicate o v er the

common comm unication v ariables X

IO

. This is not a restriction: to c hec k a

prop ert y that refers to priv ate v ariables of the mo dules, w e can simply declare

them to b e outputs.

Assume-guaran tee rule W e use the follo wing assume-guaran tee rule to pro v e

that a safet y prop ert y ' holds for a mo dule M = M

1

k M

2

. In the rule b elo w, A

is a mo dule that has the same input and output v ariables as M

2

:

M

1

k A j = '

M

2

v A

M

1

k M

2

j = '

The rule ab o v e sa ys that if there exists (some) mo dule A suc h that the com-

p osition of M

1

and A is safe (i.e. satis�es the prop ert y ' ) and M

2

re�nes A , then

M

1

jj M

2

satis�es ' . W e can view suc h an A as an ade quate assumption b et w een

M

1

and M

2

: it is an abstraction of M

2

(p ossibly admitting more b eha viors than

M

2

) that is a strong enough assumption for M

1

to mak e in order to satisfy ' .

Our aim is to construct suc h an assumption A to sho w that M

1

k M

2

satis�es ' .

This rule is sound and complete [19].



3 Assumption Generation via Computational Learning

Giv en a sym b olic mo dule M = M

1

k M

2

consisting of t w o sub-mo dules and

a safet y prop ert y ' , our aim is to v erify that M satis�es ' b y �nding an

A that satis�es the premises of the assume-guaran tee rule explained in Sec-

tion 2. Let us �x a pair of suc h mo dules M

1

= ( X

1

; X

I

1

; X

O

1

; Init

1

; T

1

) and

M

2

= ( X

2

; X

I

2

; X

O

2

; Init

2

; T

2

) for the rest of this section.

Let L

1

b e the set of al l traces � = s

0

; s

1

; � � � , where eac h s

i

2 S

IO

, suc h that

either � 62 L ( M

1

) or ' ( s

i

) holds for all i � 0. Th us, L

1

is the largest language

for M

1

's en vironmen t that can k eep M

1

safe. Note that the languages of the

candidates for A that satisfy the �rst premise of the pro of rule is precisely the

set of all subsets of L

1

.

Let L

2

b e the set of traces of M

2

, that is, L ( M

2

). The languages of candidates

for A that satisfy the second premise of the pro of rule is precisely the set of all

sup ersets of L

2

. Since M

1

and M

2

are �nite, it is easy to see that L

1

and L

2

are

in fact regular languages. Let B

1

b e the mo dule corresp onding to the minim um

state DF A accepting L

1

.

The problem of �nding A satisfying b oth pro of premises hence reduces to

c hec king for a language whic h is a sup erset of L

2

and a subset of L

1

. T o disco v er

suc h an assumption A , our strategy is to construct A using a le arning algorithm

for r e gular languages , called the L

�

algorithm. The L

�

algorithm is an algorithm

for a learner trying to learn a �xe d unkno wn regular language U through mem-

b ership queries and equiv alence queries. Mem b ership queries ask whether a giv en

string is in U . An equiv alence query asks whether a giv en language L ( C ) (pre-

sen ted as a DF A C ) equals U ; if so, the teac her answ ers `y es' and the learner has

learn t the language, and if not, the teac her pro vides a coun ter-example whic h is

a string that is in the symmetric di�erence of L ( C ) and U .

W e adapt the L

�

algorithm to learn some language from a r ange of languages,

namely to learn a language that is a sup erset of L

2

and a subset of L

1

. W e do

not, of course, construct L

1

or L

2

explicitly , but instead answ er queries using

mo del-c hec king queries p erformed on M

1

and M

2

resp ectiv ely .

Giv en an equiv alence query with conjecture L ( C ), the test for equiv alence

can b e split in to t w o| c hec king the subset query L ( C ) � U and c hec king the

sup erset query L ( C ) � U . T o c hec k the subset query , w e c hec k if L ( C ) � L

1

,

and to c hec k the sup erset query w e c hec k whether L ( C ) � L

2

. If these t w o tests

pass, then w e declare that the learner has indeed learn t the language as the

conjecture is an adequate assumption.

The mem b ership query is more am biguous to handle. When the learner asks

whether a w ord w is in U , if w is not in L

1

, then w e can clearly answ er in the

negativ e, and if w is in L

2

then w e can answ er in the a�rmativ e. Ho w ev er, if w

is in L

1

but not in L

2

, then answ ering either p ositiv ely or negativ ely can rule

out certain candidates for A .

In this pap er, the strategy w e ha v e c hosen is to alw a ys answ er mem b ership

queries with resp ect to L

1

. It is p ossible to explore alternativ e strategies that

in v olv e L

2

also.



generating C

Y es/No

P artitioning information

( M

1

k M

2

)M ; '

M

1

k C j = '

No

M

1

k M

2

j = '

M

1

k � j = '

Y es; C No; � 2 L ( M

2

) n L ( C )

M

2

v C

M

1

k M

2

6j = '

� is a coun ter-example.

Y es

Y es; �

No; c ex

e quiv ( C )

memb ( � )

L

�

algorithm

M

1

k � j = '

Fig. 1. Ov erview of comp ositional v eri�cation b y learning assumptions

Figure 1 illustrates the high-lev el o v erview of our comp ositional v eri�cation

pro cedure. Mem b ership queries are answ ered b y c hec king safet y with resp ect

to M

1

. T o answ er the equiv alence query , w e �rst c hec k the subset query (b y a

safet y c hec k with resp ect to M

1

); if the query fails, w e return the coun terexample

found to L

�

. If the subset query passes, then w e c hec k for the sup erset query

b y c hec king re�nemen t with resp ect to M

2

. If this sup erset query also passes,

then w e declare M satis�es ' since C satis�es b oth premises of the pro of rule.

Otherwise, w e c hec k if the coun ter-example trace � (whic h is a b eha vior of M

2

but not in L ( C )) k eeps M

1

safe. If it do es not, w e conclude that M

1

k M

2

do es not

satisfy ' ; otherwise, w e giv e � bac k to the L

�

algorithm as a coun ter-example

to the sup erset query .

One of the nice prop erties of the L

�

algorithm is that it tak es time p olyno-

mial in the size of the minimal automaton accepting the learn t language (and

p olynomial in the lengths of the coun ter-examples pro vided b y the teac her). Let

us no w estimate b ounds on the size of the automaton constructed b y our al-

gorithm, and sim ultaneously sho w that our pro cedure alw a ys terminates. Note

that all mem b ership queries and all coun ter-examples pro vided b y the teac her in

our algorithm are consisten t with resp ect to L

1

(mem b ership and subset queries

are resolv ed using L

1

and coun ter-examples to sup erset queries, though deriv ed

using M

2

, are c hec k ed for consistency with L

1

b efore it is passed to the learner).

No w, if M

1

k M

2

do es indeed satisfy ' , then L

2

is a subset of L

1

and hence

B

1

is an adequate assumption that witnesses the fact that M

1

k M

2

satis�es ' .

If M

1

k M

2

do es not satisfy ' , then L

2

is not a subset of L

1

. Again B

1

is an

adequate automaton whic h if learn t will sho w that M

1

k M

2

do es not satisfy '

(since this assumption when c hec k ed with M

2

, will result in a run � whic h is

exhibited b y M

2

but not in L

1

, and hence not safe with resp ect to M

1

).

Hence B

1

is an adequate automaton to learn in b oth cases to answ er the

mo del-c hec king question, and all answ ers to queries are consisten t with B

1

. The

L

�

algorithm has the prop ert y that the automata it constructs monotonically

gro w with eac h iteration in terms of the n um b er of states, and are alw a ys min-



1: R := f " g ; E := f " g ;

2: foreac h ( a 2 � ) f G [ "; " ] := memb er ( " � " ); G [ " � a; " ] := memb er ( " � a � " ); g

3: rep eat:

4: while (( r

new

:= close d ( R ; E ; G )) 6= nul l ) f

5: add ( R ; r

new

);

6: foreac h ( a 2 � ) ; ( e 2 E ) f G [ r

new

� a; e ] := memb er ( r

new

� a � e ); g

7: g

8: C := makeConje ctur eMachine ( R ; E ; G );

9: if (( c ex := e quivalent ( C )) = nul l ) then return C ;

10: else f

11: e

new

:= �ndSu�x ( c ex );

12: add ( E ; e

new

);

13: foreac h ( r 2 R ) ; ( a 2 � ) f

14: G [ r ; e

new

] := memb er ( r � e

new

); G [ r � a; e

new

] := memb er ( r � a � e

new

);

15: g g

Fig. 2. L

�

algorithm

imal. Consequen tly , w e are assured that our pro cedure will not construct an y

automaton larger than B

1

.

Hence our pro cedure alw a ys halts and rep orts correctly whether M

1

k M

2

satis�es ' , and in doing so, it nev er generates an y assumption with more states

than the minimal DF A accepting L

1

.

4 Sym b olic implemen tation of L

�

algorithm

4.1 L

�

algorithm

The L

�

algorithm learns an unkno wn regular language and generates a mini-

mal DF A that accepts the regular language. This algorithm w as in tro duced b y

Angluin [6], but w e use an impro v ed v ersion b y Riv est and Sc hapire [21]. The

algorithm infers the structure of the DF A b y asking a teac her, who kno ws the

unkno wn language, mem b ership and equiv alence queries.

Figure 2 illustrates the impro v ed v ersion of L

�

algorithm [21]. Let U b e the

unkno wn regular language and � b e its alphab et. A t an y giv en time, the L

�

algorithm has, in order to construct a conjecture mac hine, information ab out a

�nite collection of strings o v er � , classi�ed either as mem b ers or non-mem b ers

of U . This information is main tained in an observation table ( R ; E ; G ) where R

and E are sets of strings o v er � , and G is a function from ( R [ R � � ) � E to f 0 ; 1 g .

More precisely , R is a set of represen tativ e strings for states in the DF A suc h

that eac h represen tativ e string r

q

2 R for a state q leads from the initial state

(uniquely) to the state q , and E is a set of exp erimen t su�x strings that are used

to distinguish states (for an y t w o states of the automaton b eing built, there is

a string in E whic h is accepted from one and rejected from the other). G maps

strings � in ( R [ R � � ) � E to 1 if � is in U , and to 0 otherwise. Initially , R and E

are set to f " g , and G is initialized using mem b ership queries for ev ery string in



( R [ R � � ) � E (line 2). In line 4, it c hec ks whether the observ ation table is close d .

The function close d(R, E, G) returns nul l (meaning true) if for ev ery r 2 R

and a 2 � , there exists r

0

2 R suc h that G [ r � a; e ] = G [ r

0

; e ] for ev ery e 2 E ;

otherwise, it returns r � a suc h that there is no r

0

satisfying the ab o v e condition.

If the table is not closed, eac h suc h r � a (e.g., r

new

is r � a in line 5) is simply

added to R . The algorithm again up dates G with regard to r � a (line 6). Once the

table is closed, it constructs a conjecture DF A C = ( Q; q

0

; F ; � ) as follo ws (line

8): Q = R , q

0

= " , F = f r 2 R j G [ r ; " ] = 1 g , and for ev ery r 2 R and a 2 � ,

� ( r ; a ) = r

0

suc h that G [ r � a; e ] = G [ r

0

; e ] for ev ery e 2 E . Finally , if the answ er

for the equiv alence query is `y es', it returns the curren t conjecture mac hine C ;

otherwise, a coun ter-example c ex 2 (( L ( C ) n U ) [ ( U n L ( C )) is pro vided b y

the teac her. The algorithm analyzes the coun ter-example c ex in order to �nd

the longest su�x e

new

of c ex that witnesses a di�erence b et w een U and L ( C )

(line 14). In tuitiv ely , the curren t conjecture mac hine has guessed wrong since

this p oin t. Adding e

new

to E re
ects the di�erence in the next conjecture b y

splitting states in C . It then up dates G with resp ect to e

new

.

The L

�

algorithm is guaran teed to construct a minimal DF A for the unkno wn

regular language using only O ( j � j n

2

+ n log m ) mem b ership queries and at most

n � 1 equiv alence queries, where n is the n um b er of states in the �nal DF A

and m is the length of the longest coun ter-example pro vided b y the teac her for

equiv alence queries.

As w e discussed in Section 3, w e use the L

�

algorithm to iden tify A ( X

A

; X

I

A

;

X

O

A

; Init

A

; T

A

) satisfying the premises of the pro of rule, where X

IO

A

= X

IO

.

A is hence a language o v er the alphab et S

IO

, and the L

�

algorithm can learn

A in time p olynomial in the size of A (and the coun ter-examples). Ho w ev er,

when w e apply the L

�

algorithm to analyze a large mo dule (esp ecially when the

n um b er of input and output v ariables is large), the large alphab et size p oses

man y problems: (1) the constructed DF A has to o man y edges when represen ted

explicitly , (2) the size of the observ ation table, whic h is p olynomial in � and

the size of the conjectured automaton, gets v ery large, and (3) the n um b er

of mem b ership queries needed to �ll eac h en try in the observ ation table also

increases. T o resolv e these problems, w e presen t a sym b olic implemen tation of

the L

�

algorithm.

4.2 Sym b olic implemen tation

F or describing our sym b olic implemen tation for the L

�

algorithm, w e �rst explain

the essen tial data structures the algorithm needs, and then presen t our implicit

data structures corresp onding to them. The L

�

algorithm uses the follo wing data

structures:

{ string R[int] : eac h R[i] is a represen tativ e string for i -th state q

i

in the

conjecture DF A.

{ string E[int] : eac h E[i] is i -th exp erimen t string.

{ boolean G1[int][int] : eac h G1[i][j] is the result of the mem b ership

query for R[i] � E[j] .



{ boolean G2[int][int][int] : eac h G2[i][j][k] is the result of the mem-

b ership query for R[i] � a

j

� E[k] where a

j

is the j -th alphab et sym b ol in � .

Note that G of the observ ation table is split in to t w o arra ys, G1 and G2 , where

G1 is an arra y for a function from R � E to f 0 ; 1 g and G2 is for a function from

R � � � E to f 0 ; 1 g . The L

�

algorithm initializes the data structures as follo wing:

R[0]=E[0]= " , G1[0][0]= memb er ( " � " ), and G2[0][i][0]= memb er ( " � a

i

� " ) (for

ev ery a

i

2 � ). Once it in tro duces a new state or a new exp erimen t, it adds to

R[] or E[] and up dates G1 and G2 b y mem b ership queries. These arra ys also

enco de the edges of the conjecture mac hine: there is an edge from state q

i

to q

j

on a

k

when G2[i][k][l]=G1[j][l] for ev ery l .

F or sym b olic implemen tation, w e do not wish to construct G2 in order to

construct conjecture DF As b y explicit mem b ership queries since j � j is to o large.

While the explicit L

�

algorithm asks for eac h state r , alphab et sym b ol a and

exp erimen t e , if r � a � e is a mem b er, w e compute, giv en a state r and a b o ole an

ve ctor v , the set of alphab et sym b ols a suc h that for ev ery j � j v j , memb er ( r �

a � e

j

) = v [ j ]. F or this, w e ha v e the follo wing data structures:

{ int nQ : the n um b er of states in the curren t DF A.

{ int nE : the n um b er of exp erimen t strings.

{ BDD R[int] : eac h R[i] (0 � i < nQ ) is a BDD o v er X

1

to represen t the set

of states of the mo dule M

1

that are reac hable from an initial state of M

1

b y

the represen tativ e string r

i

of the i -th state q

i

: p ostImage ( Init

1

( X

1

) ; r

i

).

{ BDD E[int] : eac h E[i] (0 � i < nE ) is a BDD o v er X

1

to capture a set

of states of M

1

from whic h some state violating ' is reac hable b y the i -th

exp erimen t string e

i

: pr eImage ( : ' ( X

1

) ; e

i

).

{ booleanVector G1[int] : Eac h G1[i] (0 � i < nQ ) is the b o ole an ve ctor for

the state q

i

, where the length of eac h b o olean v ector alw a ys equals to nE . Note

that as nE is increased, the length of eac h b o olean v ector is also increased.

F or i 6= j , G1[i] 6= G1[j] . Eac h elemen t G1[i][j] of G1[i] (0 � j < nE )

represen ts whether r

i

� e

j

is a mem b er where r

i

is a represen tativ e string for

R[i] and e

j

is an exp erimen t string for E[j] : whether R[i] and E[j] ha v e

empt y in tersection.

{ booleanVector Cd[int] : ev ery iteration of the L

�

algorithm splits some

states of the curren t conjecture DF A b y a new exp erimen t string. More

precisely , the new exp erimen t splits ev ery state in to t w o state c andidates ,

and among them, only reac hable ones are constructed as states of the next

conjecture DF A. The Cd[] v ector describ es all these state candidates and

eac h elemen t is the b o olean v ector of eac h candidate. j Cd j = 2 � nQ .

Giv en M = M

1

k M

2

and ' , w e initialize the data structures as follo ws. R[0]

is the BDD for Init

1

( X

1

) and E[0] is the BDD for : ' since the corresp onding

represen tativ e and exp erimen t string are " , and G1[0][0] = 1 since w e assume

that ev ery initial state satis�es ' . In addition, w e ha v e the follo wing functions

that manipulate the ab o v e data structures for implemen ting the L

�

algorithm

implicitly (Figure 3 illustrates the pseudo-co de for the imp ortan t ones.):



BDD edges(int i, booleanVector v) f

BDD eds := true ; // eds is a BDD o v er X

IO

.

foreac h (0 � j < nE ) f // In the b elo w, X

L

1

= X

1

n X

IO

.

if ( v[ j ] ) then eds := eds ^ : ( 9 X

L

1

; X

1

0

: R[i] ( X

1

) ^ T

1

( X

1

; X

I

1

; X

0

1

) ^ E[ j ] ( X

0

1

));

else eds := eds ^ ( 9 X

L

1

; X

1

0

: R[i] ( X

1

) ^ T

1

( X

1

; X

I

1

; X

0

1

) ^ E[ j ] ( X

0

1

));

g

return eds ;

g

void addR(int i, BDD b, booleanVector v) f

BDD io := pickOneState ( b ); // io is a BDD represen ting one alphab et sym b ol.

R[nQ] := ( 9 X

1

; X

I

1

: R[i] ( X

1

) ^ io ^ T

1

( X

1

; X

I

1

; X

0

1

))[ X

0

1

! X

1

];

G1[nQ++] := v ;

g

void addE(BDD[] bs) f

BDD b := ' ; // b is a BDD o v er X

1

.

for ( j := length ( bs ); j > 0; j -- ) f b := 9 X

I

1

; X

0

1

: b ( X

0

1

) ^ bs[ j ] ^ T

1

( X

1

; X

I

1

; X

0

1

); g

E[nE] := : b ;

foreac h (0 � i < nQ ) f

if (( R[ i ] ^ E[nE] ) = false ) then G1[ i ][nE] := 1;

else G1[ i ][nE] := 0;

foreac h (0 � j < nE ) f Cd[ 2 i ][ j ] := G1[ i ][ j ] ; Cd[ 2 i + 1 ][ j ] := G1[ i ][ j ] ; g

Cd[ 2 i ][nE] := 0; Cd[ 2 i + 1 ][nE] := 1;

g

nE++ ;

g

Fig. 3. Sym b olic implemen tation of observ ation table

{ BDD edges(int, booleanVector) : this function, giv en an in teger i and a

b o olean v ector v (0 � i < nQ , j v j = nE ), returns a BDD o v er X

IO

represen t-

ing the set of alphab et sym b ols b y whic h there is an edge from state q

i

to a

state that has v as its b o olean v ector.

{ void addR(int, BDD, booleanVector) : when w e in tro duce a new state

(whose predecessor state is q

i

, the BDD represen ting edges from q

i

is b

and the b o olean v ector is v ), addR(i, b, v) up dates R, G1 and nQ .

{ void addE(BDD[]) : giv en a new exp erimen t string represen ted as an arra y of

BDDs (where eac h BDD of the arra y enco des the corresp onding state in the

exp erimen t string), this function up dates E, G1 and nE . It also constructs a

new set Cd[] of state candidates for the next iteration.

{ boolean isInR(booleanVector) : giv en a b o olean v ector v , isInR(v) c he-

c ks whether v = G1[i] for some i .

{ BDD[] findSuffix(BDD[]) : giv en a coun ter-example cex (from equiv alence

queries) represen ted b y a BDD arra y , findSuffix(cex) returns a BDD ar-

ra y represen ting the longest su�x that witnesses the di�erence b et w een the

conjecture DF A and A .



While the L

�

algorithm constructs a conjecture mac hine b y computing G2

and comparing b et w een G1 and G2 , w e directly mak e a sym b olic conjecture DF A

C ( X

C

; X

IO

; Init

C

; F

C

; T

C

) with the follo wing comp onen ts:

{ X

C

is a set of b o olean v ariables represen ting states in C ( j X

C

j = d log

2

nQ e ).

V aluations of the v ariables can b e enco ded from its index for R .

{ X

IO

is a set of b o olean v ariables de�ning its alphab et, whic h comes from

M

1

and M

2

.

{ Init

C

( X

C

) is an initial state predicate o v er X

C

. Init

C

( X

C

) is enco ded from

the index of the state q

0

: Init

C

( X

C

) =

V

x 2 X

C

( x � 0).

{ F

C

( X

C

) is a predicate for accepting states. It is enco ded from the indices of

the states q

i

suc h that G1[ i ][0] =1.

{ T

C

( X

C

; X

IO

; X

0

C

) is a transition predicate o v er X

C

[ X

IO

[ X

0

C

; that is, if

T

C

( i; a; j ) = true , then the DF A has an edge from state q

i

to q

j

lab eled b y

a . T o get this predicate, w e compute a set of edges from ev ery state q

i

to

ev ery state candidate with b o olean v ector v b y calling edges(i, v) .

This sym b olic DF A C ( X

C

; X

IO

; Init

C

; F

C

; T

C

) can b e easily con v erted to a

sym b olic mo dule M

C

( X

C

; X

I

; X

O

; Init

C

; T

C

). No w, w e can construct a sym b olic

conjecture DF A C using implicit mem b ership queries b y edges() . In addition,

w e ha v e the follo wing functions for equiv alence queries:

{ BDD[] subsetQ(SymbolicDFA) : our subset query is to c hec k whether all

strings al lowe d by C mak e M

1

sta y in states satisfying ' . Hence, giv en a

sym b olic DF A C ( X

C

; X

IO

; Init

C

; F

C

; T

C

), w e c hec k M

1

k M

C

j = ( F

C

! ' )

b y reac habilit y c hec king, where M

C

is a sym b olic mo dule con v erted from C .

If so, it returns nul l ; otherwise, it returns a BDD arra y as a coun ter-example.

{ BDD[] supersetQ(SymbolicDFA) : it c hec ks that M

2

v C . The return v alue

is similar with subsetQ() . Since C is again a (sym b olic) DF A, w e can simply

implemen t it b y sym b olic reac habilit y computation for the pro duct of M

2

and M

C

. If it reac hes the non-accepting state of C , the sequence reac hing

the non-accepting state is a witness sho wing M

2

6v C .

{ boolean safeM1(BDD []) : giv en a string � represen ted b y a BDD arra y , it

executes M

1

according to � . If the execution reac hes a state violating ' , it

returns false ; otherwise, returns true .

Figure 4 illustrates our sym b olic comp ositional v eri�cation (SCV) algorithm.

W e initialize nQ, nE, R, E, G1, Cd and C in lines 1{3. W e then compute a

set of edges (a BDD) from ev ery source state q

i

to ev ery state candidate with

b o olean v ector Cd[j] . Once w e reac h a new state, w e up date R, nQ and G1 b y

addR() (line 9). This step mak es the conjecture mac hine closed. If w e ha v e a

non-empt y edge set b y edges() , then w e up date the conjecture C (line 10).

After constructing a conjecture DF A, w e ask an equiv alence query as discussed

in Section 3 (lines 12{15). If w e cannot conclude true nor false from the query ,

w e are pro vided a coun ter-example from the teac her and get a new exp erimen t

string from the coun ter-example. E, nE, Cd and G1 are then up dated based on

the new exp erimen t string. W e implemen t this algorithm with the BDD pac k age

in a sym b olic mo del c hec k er NuSMV.



b o olean SCV( M

1

; M

2

; ' )

1: nQ := 1; nE := 1; R[0] := Init

1

( X

1

); E[0] := : ' ;

2: G1[0][0] := 1; Cd[0] := 0; Cd[1] := 1;

3: C := initializeC ();

4: rep eat:

5: foreac h (0 � i < nQ ) f

6: foreac h (0 � j < 2 � nQ ) f

7: eds := edges ( i , Cd[ j ] );

8: if ( eds 6= false ) then f

9: if ( : isInR(Cd[ j ]) ) then addR ( i , e ds , Cd[ j ] );

10: C := up dateC ( i ; e ds ; indexofR ( Cd[ j ] ));

11: g g g

12: if (( c ex := subsetQ ( C )) = nul l ) then f

13: if (( c ex := supersetQ ( C ) = nul l ) then return true ;

14: else if ( : safeM1 ( c ex )) then return false ;

15: g

16: addE ( findSuffix ( c ex ));

Fig. 4. Sym b olic comp ositional v eri�cation algorithm

5 Exp erimen ts

W e �rst explain an arti�cial example (called ` simple ') to illustrate our metho d

and then rep ort results on ` simple ' and four examples from the NuSMV pac k age.

Example: simple Mo dule M

1

has a v ariable x (initially set to 0 and up dated

b y the rule x

0

:= y in eac h round where y is an input v ariable) and a dumm y

arra y that do es not a�ect x at all. Mo dule M

2

has a v ariable y (initially set to

0 and is nev er up dated) and also a dumm y arra y that do es not a�ect y at all.

F or M

1

k M

2

, w e w an t to c hec k that x is alw a ys 0. Both dumm y arra ys are from

an example swap kno wn to b e hard for BDD enco ding [18]. Our to ol explores

M

1

and M

2

separately with a t w o-state assumption (whic h allo ws only y = 0),

while ordinary mo del c hec k ers will searc h whole state space of M

1

k M

2

.

F or some examples from the NuSMV pac k age, w e sligh tly mo di�ed them b e-

cause our to ol do es not supp ort the full syn tax of the NuSMV language. The pri-

mary selection criterion w as to include examples for whic h NuSMV tak es a long

time or fails to complete. All exp erimen ts w ere p erformed on a Sun-Blade-1000

w orkstation using 1GB memory and SunOS 5.9. The results for the examples

are sho wn in T able 1. W e compare our sym b olic comp ositional v eri�cation to ol

(SCV) with the in v arian t c hec king (with early termination) of NuSMV 2.2.2.

The table has the n um b er of v ariables in total, in M

1

, in M

2

and the n um b er

of input/output v ariables b et w een the mo dules, execution time in seconds, the

p eak BDD size and the n um b er of states in the assumption w e learn (for SCV).

En tries denoted `{' mean that a to ol did not complete within 2 hours.

The results of simple are also sho wn in T able 1. F or simple1 through

simple4 , w e just increased the size of dumm y arra ys from 8 to 11, and c hec k ed



example tot M

1

M

2

IO SCV NuSMV

name

sp ec

v ar v ar v ar v ar time p eak BDD assumption states time p eak BDD

simple1 69 36 33 4 19.2 607,068 2 269 3,993,976

simple2 true 78 41 37 5 106 828,842 2 4032 32,934,972

simple3 86 45 41 5 754 3,668,980 2 { {

simple4 94 49 45 5 4601 12,450,004 2 { {

guidance1 false 135 24 111 23 124 686,784 20 { {

guidance2 true 122 24 98 22 196 1,052,660 2 { {

guidance3 true 122 58 64 46 357 619,332 2 { {

barrel1 false 20.3 345,436 3 1201 28,118,286

barrel2 true 60 30 30 10 23.4 472,164 4 4886 36,521,170

barrel3 true { { to o man y { {

msi1 45 26 19 25 2.1 289,226 2 157 1,554,462

msi2 true 57 26 31 25 37.0 619,332 2 3324 16,183,370

msi3 70 26 44 26 1183 6,991,502 2 { {

rob ot1 false 92 8 84 12 1271 4,169,760 11 654 2,729,762

rob ot2 true 92 22 70 12 1604 2,804,368 42 1039 1,117,046

T able 1. Exp erimen tal results

the same sp eci�cation. As w e exp ected, SCV generated a 2-state assumption

and p erformed signi�can tly b etter than NuSMV.

The second example, guidance , is a mo del of a space sh uttle digital autopilot.

W e added redundan t v ariables to M

1

and M

2

and did not use a giv en v ariable

ordering information as b oth to ols �nished fast with the original mo del and

the ordering. The sp eci�cations w ere pic k ed from the giv en p o ol: guidance1,

guidance2, guidance3 ha v e the same mo dels but ha v e di�eren t sp eci�cations.

F or guidance1 , our to ol found a coun ter-example with an assumption ha ving 20

states (If this assumption had b een explicitly constructed, the 23 I/O v ariables

w ould ha v e caused w a y to o man y edges to store explicitly).

The third set, barrel , is an example for b ounded mo del c hec king and no

v ariable ordering w orks w ell for BDD-based to ols. barrel1 has an in v arian t de-

riv ed from the original, but barrel2 and barrel3 ha v e our o wn ones. barrel1,

barrel2 and barrel3 ha v e the same mo del scaled-up from the original, but with

di�eren t initial predicates.

The fourth set, msi , is a MSI cac he proto col mo del and sho ws ho w the to ols

scale on a real example. W e scaled-up the original mo del with 3 no des: msi1 has 3

no des, msi2 has 4 no des and msi3 has 5 no des. They ha v e the same sp eci�cation

that is related to only t w o no des, and w e �xed the same comp onen t M

1

in all of

them. As the n um b er of no des grew, NuSMV required m uc h more time and the

BDD sizes grew more quic kly than in our to ol.

robot1 and robot2 are rob otics con troller mo dels and w e again added re-

dundan t v ariables to M

1

and M

2

, as in the case of guidance example. Ev en

though SCV to ok more time, this example sho ws that SCV can b e applied to

mo dels for whic h non-trivial assumptions are needed. More details ab out the

examples are a v ailable at http://www.cis.upenn.edu/ � wnam/cav05/ .
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