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ABSTRACT
Recently, mining datastreamswith conceptdrifts for actionable
insightshasbecomean importantandchallengingtaskfor a wide
rangeof applicationsincludingcreditcardfraudprotection,target
marketing, network intrusiondetection,etc. Conventionalknowl-
edgediscovery toolsarefacingtwo challenges,theoverwhelming
volumeof thestreamingdata,andtheconceptdrifts. In this paper,
we proposea generalframework for mining concept-driftingdata
streamsusingweightedensembleclassi�ers.Wetrainanensemble
of classi�cation models,suchasC4.5, RIPPER,naive Bayesian,
etc., from sequentialchunksof thedatastream.Theclassi�ers in
theensemblearejudiciouslyweightedbasedontheirexpectedclas-
si�cation accuracy onthetestdataunderthetime-evolving environ-
ment.Thus,theensembleapproachimprovesboththeef�ciency in
learningthe modeland the accuracy in performingclassi�cation.
Our empirical study shows that the proposedmethodshave sub-
stantialadvantageover single-classi�erapproachesin prediction
accuracy, andtheensembleframework is effective for a varietyof
classi�cationmodels.

1. INTRODUCTION
Thescalabilityof datamining methodsis constantlybeingchal-

lengedby real-timeproductionsystemsthat generatetremendous
amountof data at unprecedentedrates. Examplesof suchdata
streamsincludenetwork event logs, telephonecall records,credit
cardtransactional�o ws,sensoringandsurveillancevideostreams,
etc.Otherthanthehugedatavolume,streamingdataarealsochar-
acterizedby theirdrifting concepts.In otherwords,theunderlying
datageneratingmechanism,or theconceptthatwetry to learnfrom
thedata,isconstantlyevolving. Knowledgediscoveryonstreaming
datais a researchtopicof growing interest[1, 5, 7, 21]. Thefunda-
mentalproblemweneedto solve is thefollowing: givenanin�nite
amountof continuousmeasurements,how dowemodelthemin or-
der to capturetime-evolving trendsandpatternsin thestream,and
make time-criticalpredictions?

Hugedatavolumeanddrifting conceptsarenotunfamiliar to the
dataminingcommunity. Oneof thegoalsof traditionaldatamining
algorithmsis to minemodelsfrom largedatabaseswith bounded-
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memory. Thisgoalhasbeenachievedby anumberof classi�cation
methods,including Sprint [25], RainForest[16], BOAT [15], etc.
Nevertheless,the fact that thesealgorithmsrequiremultiple scans
of thetrainingdatamakestheminappropriatein thestreamingdata
environmentwheretheexamplesarecomingin atahigherratethan
they canberepeatedlyanalyzed.

Incrementalor onlinedatamining methods[29, 15] areanother
optionfor miningdatastreams.Thesemethodscontinuouslyrevise
andre�ne a modelby incorporatingnew dataasthey arrive. How-
ever, in orderto guaranteethat themodeltrainedincrementallyis
identicalto themodeltrainedin thebatchmode,mostonlinealgo-
rithmsrelyonacostlymodelupdatingprocedure,whichsometimes
makesthelearningevenslower thanit is in batchmode.Recently,
anef�cient incrementaldecisiontreealgorithmcalledVFDT is in-
troducedby Domingoset al [7]. For streamsmadeup of discrete
typeof data,Hoeffding boundsguaranteethattheoutputmodelof
VFDT is asymptoticallynearlyidenticalto thatof a batchlearner.

Theabove mentionedalgorithms,includingincrementalandon-
line methodssuchasVFDT, all producea singlemodelthatrepre-
sentstheentiredatastream.It suffersin predictionaccuracy in the
presenceof conceptdrifts. This is becausethestreamingdataare
not generatedby a stationarystochasticprocess,indeed,thefuture
examplesweneedto classifymayhaveaverydifferentdistribution
from thehistoricaldata.

In order to make time-critical predictions,the model learned
from thestreamingdatamustbeableto captureup-to-datetrends
and transientpatternsin the stream. To do this, aswe revise the
modelby incorporatingnew examples,we mustalsoeliminatethe
effectsof examplesrepresentingoutdatedconcepts.This is a non-
trivial task. The challengeof maintainingan accurateandup-to-
dateclassi�er for in�nite datastreamswith conceptdrifts including
thefollowing:

� ACCURACY. It is dif�cult to decidewhat are the exam-
plesthatrepresentoutdatedconcepts,andhencetheireffects
shouldbe excludedfrom the currentmodel. A commonly
usedapproachis to `forget' old examplesat a constantrate.
However, a higherratewould lower theaccuracy of the`up-
to-date'modelasit is supportedby a lessamountof training
dataanda lower ratewould make the model lesssensitive
to thecurrenttrendandpreventit from discoveringtransient
patterns.

� EFFICIENCY. Decisiontreesareconstructedin agreedydivide-
and-conquermanner, andthey arenon-stable.Evena slight
drift of theunderlyingconceptsmaytriggersubstantialchanges
(e.g.,replacingold brancheswith new branches,re-growing
or building alternative subbranches)in thetree,andseverely
compromiselearningef�ciency.



� EASE OF USE. Substantialimplementationefforts are re-
quiredto adaptclassi�cationmethodssuchasdecisiontrees
to handledatastreamswith drifting conceptsin anincremen-
tal manner[21]. Theusabilityof this approachis limited as
state-of-the-artlearningmethodscannotbeapplieddirectly.

In light of thesechallenges,we proposeusingweightedclassi-
�er ensemblesto minestreamingdatawith conceptdrifts. Instead
of continuouslyrevising a singlemodel,we train an ensembleof
classi�ersfrom sequentialdatachunksin thestream.Maintaining
a mostup-to-dateclassi�er is not necessarilythe idealchoice,be-
causepotentiallyvaluableinformationmaybewastedby discard-
ing resultsof previously-trainedless-accurateclassi�ers.We show
that, in order to avoid over�tting andthe problemsof con�icting
concepts,theexpirationof old datamustrely ondata's distribution
insteadof only their arrival time. The ensembleapproachoffers
this capabilityby giving eachclassi�er a weight basedon its ex-
pectedpredictionaccuracy on the currenttestexamples.Another
bene�t of theensembleapproachis its ef�ciency andease-of-use.
In thispaper, wealsoconsiderissuesin cost-sensitive learning,and
presentaninstance-basedensemblepruningmethodthatshows in
a cost-sensitive scenarioaprunedensembledeliversthesamelevel
of bene�tsastheentiresetof classi�ers.

PaperOrganization.Therestof thepaperis organizedasfol-
lows. In Section2 we discussthedataexpirationproblemin min-
ing concept-driftingdatastreams.In Section3, we prove theerror
reductionpropertyof theclassi�erensemblein thepresenceof con-
ceptdrifts. Section4 outlinesanalgorithmframework for solving
the problem. In Section5, we presenta methodthat allows us to
greatlyreducethenumberof classi�ers in anensemblewith little
loss. Experimentsand relatedwork are shown in Section6 and
Section7.

2. THE DATA EXPIRATION PROBLEM
Thefundamentalproblemin learningdrifting conceptsis how to

identify in a timely mannerthosedatain the training set that are
no longerconsistentwith thecurrentconcepts.Thesedatamustbe
discarded.A straightforwardsolution,which is usedin many cur-
rent approaches,discardsdataindiscriminatelyafter they become
old, that is, after a �x ed periodof time T haspassedsincetheir
arrival. Although this solution is conceptuallysimple, it tendsto
complicatethelogic of thelearningalgorithm.Moreimportantly, it
createsthefollowing dilemmawhichmakesit vulnerableto unpre-
dictableconceptualchangesin thedata: if T is large, the training
setis likely to containoutdatedconcepts,which reducesclassi�ca-
tion accuracy; if T is small, the trainingsetmaynot have enough
data,and as a result, the learnedmodel will likely carry a large
variancedueto over�tting.

We usea simpleexampleto illustrate the problem. Assumea
streamof 2-dimensionaldatais partitionedinto sequentialchunks
basedon theirarrival time. Let Si bethedatathatcamein between
timet i andt i +1 . Figure1 showsthedistributionof thedataandthe
optimumdecisionboundaryduringeachtime interval.

The problemis: after the arrival of S2 at time t3 , what part of
thetrainingdatashouldstill remainin�uential in thecurrentmodel
so that thedataarriving right after t3 canbemostaccuratelyclas-
si�ed?

On onehand,in order to reducethe in�uence of old datathat
mayrepresentadifferentconcept,weshallusenothingbut themost
recentdatain thestreamasthe training set. For instance,usethe
trainingsetconsistingof S2 only (i.e.,T = t3 � t2 , dataS1 , S0 are
discarded).However, asshown in Figure1(c), the learnedmodel

optimum boundary:
     overfitting:

   (a) S 0,arrived 
    during [t 0,t 1)    

   (b) S 1,arrived 
    during [t 1,t 2)    

   (c) S 2,arrived 
    during [t 2,t 3)    

positive:
negative:

Figure1: data distrib utions and optimum boundaries

may carry a signi�cant variancesinceS2 's insuf�cient amountof
dataarevery likely to beover�tted.

optimum boundary:
    

   (a) S 2+S1    (b) S 2+S1+S0      (c) S 2+S0

Figure2: Which training datasetto use?

The inclusion of more historical datain training, on the other
hand,mayalsoreduceclassi�cationaccuracy. In Figure2(a),where
S2 [ S1 (i.e., T = t3 � t1) is usedasthe trainingset,we cansee
thatthediscrepancy betweentheunderlyingconceptsof S1 andS2

becomesthecauseof theproblem.Usinga trainingsetconsisting
of S2 [ S1 [ S0 (i.e.,T = t3 � t0) will notsolvetheproblemeither.
Thus,theremaynotexistsanoptimumT to avoid problemsarising
from over�tting andcon�icting concepts.

We shouldnot discarddatathat may still provide useful infor-
mationto classifythecurrenttestexamples.Figure2(c)shows that
the combinationof S2 andS0 createsa classi�er with lessover-
�tting or con�icting-conceptconcerns.The reasonis that S2 and
S0 have similar classdistribution. Thus,insteadof discardingdata
usingthecriteriabasedsolelyon their arrival time, we shallmake
decisionsbasedon their classdistribution. Historical datawhose
classdistributionsaresimilar to thatof currentdatacanreducethe
varianceof thecurrentmodelandincreaseclassi�cationaccuracy.

However, it is anon-trivial taskto selecttrainingexamplesbased
on their classdistribution. In this paper, we show thata weighted
classi�er ensembleenablesusto achieve this goal. We �rst prove,
in the next section,a carefully weightedclassi�er ensemblebuilt
on a setof datapartitionsS1 ; S2 ; � � � ; Sn is moreaccuratethana
singleclassi�er built onS1 [ S2 [ � � � [ Sn . Then,wediscusshow
theclassi�ersareweighted.

3. ERROR REDUCTION ANALYSIS
Givenatestexampley, aclassi�eroutputsf c(y), theprobability

of y beingan instanceof classc. A classi�er ensemblepoolsthe
outputsof several classi�ersbeforea decisionis made.Themost
popularwayof combiningmultipleclassi�ersis via averaging[28],



in whichcasetheprobabilityoutputof theensembleis givenby:

f E
c (y) =

1
k

kX

i =1

f i
c (y)

wheref i
c (y) is the probability output of the i -th classi�er in the

ensemble.
The outputsof a well trainedclassi�er areexpectedto approx-

imate the a posteriorclassdistribution. In addition to the Bayes
error, theremainingerrorof theclassi�er canbedecomposedinto
two parts,biasandvariance[17, 22, 8]. More speci�cally, given
a testexampley, theprobabilityoutputof classi�er Ci canbeex-
pressedas:

f i
c (y) = p(cjy) + � i

c + � i
c(y)

| {z }
addederrorfor y

(1)

wherep(cjy) is the a posteriorprobability distribution of classc
given input y, � i

c is thebiasof Ci , and� i
c(y) is thevarianceof Ci

given input y. In the following discussion,we assumethe error
consistsof varianceonly, asour major goal is to reducethe error
causedby thediscrepanciesamongtheclassi�erstrainedondiffer-
entdatachunks.

Assumean incomingdatastreamis partitionedinto sequential
chunksof �x edsize,S1 ; S2 ; � � � ; Sn , with Sn beingthemostrecent
chunk.Let Ci , Gk , andEk denotethefollowing models.

Ci : classi�er learnedfrom trainingsetSi ;
Gk : classi�er learnedfrom thetrainingsetconsistingof

thelastk chunksSn � k +1 [ � � � [ Sn ;
Ek : classi�er ensembleconsistingof thelastk classi�ers

Cn � k +1 ; � � � ; Cn .

classification
error on y

...

...
...
... streamSnSn-1

test
example
 

y

Sn-kSn-k-1

Figure3: Models' classi�cation error on test exampley.

In the concept-driftingenvironment,modelslearnedup-stream
may carry signi�cant varianceswhenthey areappliedto the cur-
rent testcases(Figure3). Thus, insteadof averagingthe outputs
of classi�ers in theensemble,we usetheweightedapproach.We
assigneachclassi�er Ci a weightwi , suchthatwi is reverselypro-
portional to Ci 's expectederror (whenappliedto the currenttest
cases). In Section4, we introducea methodof generatingsuch
weightsbasedon estimatedclassi�cationerrors. Here,assuming
eachclassi�er is soweighted,we prove thefollowing property.

Ek producesa smallerclassi�cationerror thanGk , if classi�ers
in Ek areweightedbytheir expectedclassi�cationaccuracyonthe
testdata.

Figure 4: Err or regionsassociatedwith approximating the a
posterioriprobabilities [28].

Weprovethispropertythroughbias-variancedecompositionbased
on Tumer's work [28]. TheBayesoptimumdecisionassignsx to
classi if p(ci jx) > p(ck jx); 8k 6= i . Therefore,asshown in Fig-
ure4, theBayesoptimumboundaryis theloci of all pointsx � such
that p(ci jx � ) = p(cj jx � ), wherej = argmaxk p(ck jx � ) [28].
Thedecisionboundaryof ourclassi�ermayvaryfrom theoptimum
boundary. In Figure4, b = xb � x � denotestheamountby which
theboundaryof theclassi�er differs from theoptimumboundary.
In otherwords,patternscorrespondingto thedarkly shadedregion
areerroneouslyclassi�edby theclassi�er. Theclassi�er thusintro-
ducesanexpectederrorE r r in additionto theerrorof theBayes
optimumdecision:

E r r =
Z 1

�1
A(b)f b(b)db

whereA(b) is the areaof the darkly shadedregion, andf b is the
densityfunction for b. Tumeret al [28] proves that the expected
addederrorcanbeexpressedby:

E r r =
� 2

� c

s
(2)

wheres = p0(cj jx � ) � p0(ci jx � ) is independentof the trained
model1, and� 2

� c denotesthevariancesof � c(x).
Thus,givena testexampley, theprobabilityoutputof thesingle

classi�er Gk canbeexpressedas:

f g
c (y) = p(cjy) + � g

c (y)

Assumingeachpartition Si is of the samesize,we study� 2
� g

c
,

the varianceof � g
c (y). If eachSi hasidenticalclassdistribution,

that is, thereis no conceptualdrift, thenthe singleclassi�er Gk ,
which is learnedfrom k partitions,canreducetheaveragevariance
by a factorof k. With thepresenceof conceptualdrifts, we have:

� 2
� g

c
�

1
k2

nX

i = n � k +1

� 2
� i

c
(3)

For theensembleapproach,we useweightedaveragingto com-
bineoutputsof theclassi�ersin theensemble.Theprobabilityout-
putof theensembleis givenby:

f E
c (y) =

nX

i = n � k +1

wi f i
c (y)=

nX

i = n � k +1

wi (4)

1Here,p0(cj j� ) denotesthederivative of p(cj j� ).



wherewi is theweightof thei -th classi�er, which is assumedto be
reverselyproportionalto E r r i (c is a constant):

wi =
c

� 2
� i

c

(5)

TheprobabilityoutputE k (4) canalsobeexpressedas:

f E
c (y) = p(cjy) + � E

c (y)

where

� E
c (y) =

nX

i = n � k +1

wi �
i
c (y)=

nX

i = n � k +1

wi

Assumingthevariancesof differentclassi�ersareindependent,we
derive thevarianceof � E

c (y):

� 2
� E

c
=

nX

i = n � k +1

w2
i � 2

� i
c
=(

nX

i = n � k +1

wi )2 (6)

We usethe reverseproportionalassumptionof (5) to simplify (6)
to thefollowing:

� 2
� E

c
= 1=

nX

i = n � k +1

1
� 2

� i
c

(7)

It is easyto prove:

nX

i = n � k +1

� 2
� i

c
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1
� 2
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c
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or equivalently:

1=
nX
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1
� 2
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c
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nX
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� 2
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c

which basedon (3) and(7) means:

� 2
� E

c
� � 2

� g
c

andthus,we have proved:

E r r E � E r r G

This means,comparedwith the single classi�er Gk , which is
learnedfrom the examplesin the entirewindow of k chunks,the
classi�er ensembleapproachis capableof reducingclassi�cation
errorthrougha weightingschemewherea classi�er'sweightis re-
verselyproportionalto its expectederror.

Note that the above propertydoesnot guaranteethat E k has
higheraccuracy thanclassi�erGj if j < k. For instance,if thecon-
ceptdrifts betweenthepartitionsaresodramaticthatSn � 1 andSn

representtotally con�icting concepts,thenaddingCn � 1 in decision
making will only raiseclassi�cation error. A weighting scheme
shouldassignclassi�ers representingtotally con�icting concepts
near-zero weights. We discusshow to tune weights in detail in
Section4.

4. CLASSIFIER ENSEMBLE FOR DRIFT­
ING CONCEPTS

The proof of the error reductionpropertyin Section3 showed
that a classi�er ensemblecanoutperforma singleclassi�er in the
presenceof conceptdrifts. To apply it to real-world problemswe
needto assignan actualweight to eachclassi�er that re�ects its
predictive accuracy on thecurrenttestingdata.

4.1 Accuracy­WeightedEnsembles
The incomingdatastreamis partitionedinto sequentialchunks,

S1 ; S2 ; � � � ; Sn , with Sn beingthemostup-to-datechunk,andeach
chunkis of thesamesize,or ChunkSize . We learnaclassi�er Ci

for eachSi , i � 1.
Accordingto theerrorreductionproperty, giventestexamplesT ,

weshouldgiveeachclassi�er Ci aweightreverselyproportionalto
the expectederror of Ci in classifyingT . To do this, we needto
know theactualfunctionbeinglearned,which is unavailable.

We derive theweightof classi�er Ci by estimatingits expected
predictionerroron the testexamples.We assumetheclassdistri-
bution of Sn , the mostrecenttraining data,is closestto the class
distribution of thecurrenttestdata.Thus,theweightsof theclas-
si�ers canbeapproximatedby computingtheir classi�cationerror
onSn .

Morespeci�cally, assumethatSn consistsof recordsin theform
of (x; c), wherec is thetruelabelof therecord.Ci 's classi�cation
errorof example(x; c) is 1� f i

c (x), wheref i
c (x) is theprobability

givenby Ci thatx is aninstanceof classc. Thus,themeansquare
errorof classi�er Ci canbeexpressedby:

MSEi =
1

jSn j

X

( x;c ) 2 Sn

(1 � f i
c (x)) 2

Theweightof classi�erCi shouldbereverselyproportionalto MSEi .
Ontheotherhand,aclassi�erpredictsrandomly(thatis, theproba-
bility of x beingclassi�edasclassc equalsto c'sclassdistributions
p(c)) will have meansquareerror:

MSEr =
X

c

p(c)(1 � p(c)) 2

For instance,if c 2 f 0; 1g andtheclassdistribution is uniform,we
have MSEr = :25. Sincea randommodeldoesnot containuseful
knowledgeaboutthedata,we useMSEr , theerrorrateof theran-
domclassi�erasathresholdin weightingtheclassi�ers.Thatis,we
discardclassi�erswhoseerroris equalto or largerthanMSEr . Fur-
thermore,to make computationeasy, we usethe following weight
wi for classi�er Ci :

wi = MSEr � MSEi (8)

For cost-sensitive applicationssuchascredit cardfrauddetection,
we usethebene�ts (e.g.,total fraudamountdetected)achievedby
classi�er Ci on themostrecenttrainingdataSn asits weight.

predictf r aud predict: f r aud
actualf r aud t(x) � cost 0
actual: f r aud � cost 0

Table1: Bene�t matrix bc;c 0

Assumethebene�t of classifyingtransactionx of actualclassc
asa caseof classc0 is bc;c 0(x). Basedon thebene�t matrix shown
in Table1 (wheret(x) is the transactionamount,andcost is the
fraudinvestigationcost),thetotal bene�tsachievedby Ci is:

bi =
X

( x;c ) 2 Sn

X

c0

bc;c 0(x) � f i
c0(x)

andweassignthefollowing weightto Ci :

wi = bi � br (9)

wherebr is the bene�ts achieved by a classi�er that predictsran-
domly. Also, wediscardclassi�erswith 0 or negative weights.



Sincewearehandlingin�nite incomingdata�o ws,wewill learn
anin�nite numberof classi�ersover thetime. It is impossibleand
unnecessaryto keepanduseall the classi�ers for prediction. In-
stead,we only keepthe top K classi�erswith thehighestpredic-
tion accuracy on the currenttraining data. In Section5, we dis-
cussensemblepruningin moredetail andpresenta techniquefor
instance-basedpruning.

Algorithm 1 givesanoutlineof theclassi�er ensembleapproach
for mining concept-driftingdatastreams.Whenever a new chunk
of datahasarrived, we build a classi�er from the data,and use
the datato tune the weightsof the previous classi�ers. Usually,
ChunkSize is small(our experimentsusechunksof sizeranging
from 1,000to 25,000records),andtheentirechunkcanbeheldin
memorywith ease.

Thealgorithmfor classi�cationis straightforward,andit is omit-
tedhere.Basically, givena testcasey, eachof theK classi�ersis
appliedon y, andtheir outputsarecombinedthroughweightedav-
eraging.

Input : S: adatasetof ChunkSize from theincomingstream
K : thetotalnumberof classi�ers
C: a setof K previously trainedclassi�ers

Output : C: a setof K classi�erswith updatedweights

train classi�er C0 from S;
computeerrorrate/ bene�tsof C0 via crossvalidationonS;
derive weightw0 for C0 using(8) or (9);
for each classi�er Ci 2 Cdo

applyCi onS to derive MSEi or bi ;
computewi basedon (8) and(9);

C  K of thetopweightedclassi�ersin C [ f C0g;
returnC;

Algorithm 1: A classi�er ensembleapproachfor mining
concept-driftingdatastreams

4.2 Complexity
Assumethecomplexity for building a classi�er on a datasetof

sizes is f (s). The complexity to classifya testdataset in order
to tuneits weight is linear in thesizeof the testdataset. Suppose
theentiredatastreamis dividedinto a setof n partitions,thenthe
complexity of Algorithm 1 is O(n � f (s=n) + K s), wheren �
K . On the other hand,building a single classi�er on s requires
O(f (s)) . For mostclassi�eralgorithms,f (�) is super-linear, which
meanstheensembleapproachis moreef�cient.

5. ENSEMBLE PRUNING
A classi�erensemblecombinestheprobabilityor thebene�t out-

putof asetof classi�ers.Givenatestexampley, weneedto consult
every classi�er in theensemble,which is oftentime consumingin
anonlinestreamingenvironment.

5.1 Overview
In many applications,thecombinedresultof theclassi�ersusu-

ally convergesto the�nal valuewell beforeall classi�ersarecon-
sulted.Thegoalof pruningis to identify a subsetof classi�ersthat
achievesthesamelevel of total bene�tsastheentireensemble.

Traditionalpruningis basedonclassi�ers' overall performances
(e.g.,averageerrorrate,averagebene�ts,etc.).Severalcriteriacan
be usedin pruning. The �rst criterion is meansquareerror. The

goal is to �nd a set of n classi�ers that hasthe minimum mean
squareerror. The secondapproachfavors classi�er diversity, as
diversity is the major factor in error reduction. KL-distance,or
relative entropy, is a widely usedmeasurefor differencebetween
two distributions.TheKL-distancebetweentwo distributionsp and
q is de�ned asD (pjjq) =

P
x p(x) log p(x)=q(x). In our case,p

andq aretheclassdistributionsgivenby two classi�ers. Thegoal
is thento �nd the setof classi�ersS that maximizesmutualKL-
distances.

It is, however, impracticalto searchfor theoptimal setof clas-
si�ers basedon the MSE criterion or the KL-distancecriterion.
Evengreedymethodsaretime consuming:thecomplexities of the
greedymethodsof the two approachesare O(jT j � N � K ) and
O(jT j � N � K 2) respectively, whereN is thetotalnumberof avail-
ableclassi�ers.

Besidesthecomplexity issue,theabove two approachesdo not
applyto cost-sensitive applications.Moreover, theapplicabilityof
theKL-distancecriterionis limited to streamswith noor mild con-
ceptdrifting only, sinceconceptdrifts alsoenlargetheKL-distance.

In this paper, we applytheinstance-basedpruningtechnique[9]
to datastreamswith conceptualdrifts.

5.2 InstanceBasedPruning
Cost-sensitive applicationsusually provide higher error toler-

ance. For instance,in credit card fraud detection,the decision
thresholdof whetherto launchaninvestigationor not is:

p(fraudjy) � t (y) > cost

wheret(y) is theamountof transactiony. In otherwords,aslong
asp(fraudjy) > cost=t(y), transactiony will beclassi�edasfraud
no matterwhat the exactvalueof p(fraudjy) is. For example,as-
sumingt(y) = $900, cost = $90, both p(fraudjy) = 0:2 and
p(fraudjy) = 0:4 resultin thesameprediction.Thispropertyhelps
reducethe“expected”numberof classi�ersneededin prediction.

Weusethefollowingapproachfor instancebasedensembleprun-
ing [9]. For agivenensembleS consistingof K classi�ers,we�rst
ordertheK classi�ersby theirdecreasingweightinto a“pipeline”.
(Theweightsaretunedfor themost-recenttrainingset.)To classify
a testexampley, theclassi�er with thehighestweightis consulted
�rst, followed by other classi�ers in the pipeline. This pipeline
procedurestopsassoonasa“con�dent prediction”canbemadeor
therearenomoreclassi�ersin thepipeline.

More speci�cally, assumethatC1 ; � � � ; CK aretheclassi�ersin
the pipeline,with C1 having the highestweight. After consulting
the �rst k classi�ers C1 ; � � � ; Ck , we derive the currentweighted
probabilityas:

Fk (x) =

P k
i =1 wi � pi (fraudjx)

P k
i =1 wi

The �nal weightedprobability, derived after all K classi�ers are
consulted,is FK (x). Let � k (x) = Fk (x) � FK (x) be the error
at stagek. The questionis, if we ignore� k (x) anduseFk (x) to
decidewhetherto launcha fraud investigationor not, how much
con�dencedo we have that usingFK (x) would have reachedthe
samedecision?

Algorithm2 estimatesthecon�dence.Wecomputethemeanand
the varianceof � k (x), assumingthat � k (x) follows normaldistri-
bution. Themeanandvariancestatisticscanbeobtainedby eval-
uatingFk (:) on thecurrenttrainingsetfor every classi�er Ck . To
reducethe possibleerror range,we studythe distribution undera
�ner grain. We divide [0; 1], the rangeof Fk (�), into � bins. An
examplex is put into bin i if Fk (x) 2 [ i

� ; i +1
� ). We thencom-



pute� k ;i and� 2
k ;i , themeanandthevarianceof theerrorof those

trainingexamplesin bin i at stagek.
Algorithm 3 outlinesthe procedureof classifyingan unknown

instancey. We usethe following decisionrulesafterwe have ap-
plied the�rst k classi�ersin thepipelineon instancey:

8
<

:

Fk (y) � � k ;i � t � � k ;i > cost=t(y); fraud
Fk (y) + � k ;i + t � � k ;i � cost=t(y); non-fraud
otherwise; uncertain

(10)

wherei is thebin y belongsto,andt is acon�denceinterval param-
eter. Undertheassumptionof normaldistribution, t = 3 delivers
a con�denceof 99.7%,andt = 2 of con�dence95%. Whenthe
predictionis uncertain,that is, theinstancefalls out of thet sigma
region, the next classi�er in the pipeline,Ck +1 , is employed, and
the rules are appliedagain. If thereare no classi�ers left in the
pipeline,thecurrentpredictionis returned.As a result,an exam-
ple doesnot needto useall classi�ersin thepipelineto computea
con�dent prediction.The“expected”numberof classi�erscanbe
reduced.

Input : S: adatasetof ChunkSize from theincomingstream
K : thetotalnumberof classi�ers
� : numberof bins
C: a setof K previously trainedclassi�ers

Output : C: a setof K classi�erswith updatedweights
�; � : meanandvariancefor eachstageandeachbin

train classi�er C0 from S;
computeerrorrate/ bene�tsof C0 via crossvalidationonS;
derive weightw0 for C0 using(8) or (9);
for each classi�er Ck 2 Cdo

applyCk onS to derive MSEk or bk ;
computewk basedon (8) and(9);

C  K of thetopweightedclassi�ersin C[ fC 0g;
for each y 2 S do

computeFk (y) for k = 1; � � � ; K ;
y belongsto bin (i; k) if Fk (y) 2 [ i

� ; i +1
� );

incrementallyupdates� i;k and� i;k for bin (i; k);

Algorithm 2: Obtaining � k ;i and � k ;i during ensemblecon-
struction

5.3 Complexity
Algorithm3 outlinestheprocedureof instancebasedpruning.To

classifyadatasetof sizes, theworstcasecomplexity is O(K s). In
theexperiments,we show thattheactualnumberof classi�erscan
bereduceddramaticallywithoutaffectingtheclassi�cationperfor-
mance.

Thecostof instancebasedpruningmainlycomesfrom updating
� k ;i and� 2

k ;i for eachk andi . Thesestatisticsareobtainedduring
trainingtime. Theprocedureshown in Algorithm 2 is animproved
versionof Algorithm 1. The complexity of Algorithm 2 remains
O(n�f (s=n)+ K s) (updatingof thestatisticscostsO(K s)), where
s is thesizeof thedatastream,andn is thenumberof partitionsof
thedatastream.

6. EXPERIMENTS
We conductedextensive experimentson bothsyntheticandreal

life datastreams.Our goalsareto demonstratetheerrorreduction
effectsof weightedclassi�er ensembles,to evaluatethe impactof

Input : y: a testexample
t : con�dencelevel
C: a setof K previously trainedclassi�ers

Output : predictionof y'sclass

Let C = fC1 ; � � � ; Cn g with wi � wj for i < j ;
F0(y)  0;
w  0;
for k = f 1; � � � ; K g do

Fk (y)  F k � 1 �w + w k � pk ( f r aud j x )
w + w k

;
w  w + wk ;
let i bethebin y belongsto;
applyrulesin (10) to checkif y is in t-� region;
return fraud/non-fraudif t -� con�denceis reached;

if FK (y) > cost=t(y) then
return fraud;

else
return non-fraud;

Algorithm 3: Classi�cationwith InstanceBasedPruning

the frequency and magnitudeof the conceptdrifts on prediction
accuracy, andto analyzetheadvantageof our approachover alter-
native methodssuchasincrementallearning.

The basemodelsusedin our testsareC4.5 [24], the RIPPER
rule learner[6], andtheNaive Bayesianmethod[23]. Thetestsare
conductedon a Linux machinewith a 770MHz CPUand256MB
mainmemory.

6.1 Algorithms usedin Comparison
We denotea classi�er ensemblewith a capacityof K classi�ers

asEK . Eachclassi�er is trainedby adatasetof sizeChunkSize .
Wecomparewith algorithmsthatrely onasingleclassi�er for min-
ing streamingdata.We assumetheclassi�er is continuouslybeing
revisedby thedatathathave just arrivedandthedatabeingfaded
out. We call it a window classi�er, sinceonly thedatain themost
recentwindow havein�uenceonthemodel.Wedenotesuchaclas-
si�er by GK , whereK is thenumberof datachunksin thewindow,
andthetotalnumberof therecordsin thewindow isK �ChunkSize.
Thus,ensembleEK andGK aretrainedfrom thesameamountof
data. Particularly, we have E1 = G1 . We alsouseG0 to denote
theclassi�er built on theentirehistoricaldatastartingfrom thebe-
ginningof thedatastreamup to now. For instance,BOAT [15] and
VFDT [7] areG0 classi�ers,while CVFDT [21] is aGK classi�er.

6.2 StreamingData
Weusebothsyntheticandreallife datastreams.

SyntheticData. Wecreatesyntheticdatawith drifting concepts
basedon a moving hyperplane. A hyperplanein d-dimensional
spaceis denotedby equation:

dX

i =1

ai x i = a0 (11)

Welabelexamplessatisfying
P d

i =1 ai x i � a0 aspositive,andex-
amplessatisfying

P d
i =1 ai x i < a0 asnegative. Hyperplaneshave

beenusedto simulatetime-changingconceptsbecausetheorienta-
tion andthepositionof thehyperplanecanbechangedin a smooth
mannerby changingthemagnitudeof theweights[21].



We generaterandomexamplesuniformly distributed in multi-
dimensionalspace[0; 1]d . Weightsai (1 � i � d) in (11) are
initialized by randomvaluesin the rangeof [0; 1]. We choosethe
valueof a0 sothatthehyperplanecutsthemulti-dimensionalspace
in two partsof thesamevolume,that is, a0 = 1

2

P d
i =1 ai . Thus,

roughly half of the examplesare positive, and the other half are
negative. Noiseis introducedby randomlyswitchingthe labelsof
p% of theexamples.In our experiments,thenoiselevel p% is set
to 5%.

We simulateconceptdrifts througha seriesof parameters.Pa-
rameterk speci�esthetotal numberof dimensionswhoseweights
are involved in changing. Parametert 2 R speci�es the magni-
tude of the change(every N examples)for weightsa1 ; � � � ; ak ,
andsi 2 f� 1; 1g speci�esthedirectionof changefor eachweight
ai , 1 � i � k. Weightschangecontinuously, i.e., ai is adjusted
by si � t=N after eachexampleis generated.Furthermore,there
is a possibilityof 10%that thechangewould reversedirectionaf-
ter every N examplesaregenerated,that is, si is replacedby � si

with probability 10%. Also, eachtime the weightsare updated,
we recomputea0 = 1

2

P d
i =1 ai sothattheclassdistribution is not

disturbed.

CreditCard FraudData. Weusereallife creditcardtransac-
tion �o ws for cost-sensitive mining. Thedatasetis sampledfrom
credit cardtransactionrecordswithin a oneyearperiodandcon-
tainsa total of 5 million transactions.Featuresof thedatainclude
the time of the transaction,themerchanttype, themerchantloca-
tion, pastpayments,the summaryof transactionhistory, etc. A
detaileddescriptionof this datasetcanbe found in [26]. We use
thebene�t matrix shown in Table1 with thecostof disputingand
investigatinga fraudtransaction�x edat cost = $90.

The total bene�t is the sumof recoveredamountof fraudulent
transactionslesstheinvestigationcost.To studytheimpactof con-
ceptdrifts on thebene�ts,we derive two streamsfrom thedataset.
Recordsin the 1st streamare orderedby transactiontime, and
recordsin the2ndstreamby transactionamount.

6.3 Experimental Results

TimeAnalysis.We�rst studythetimecomplexity of theensem-
ble approach.We generatesyntheticdatastreamsandtrain single
decisiontree classi�ers and decisiontree ensembleswith varied
ChunkSize . Considera window of K = 100chunksin thedata
stream. Figure5 shows that the ensembleapproachEK is much
moreef�cient thanthecorrespondingsingle-classi�erGK in train-
ing.

SmallerChunkSize offersbettertrainingperformance.How-
ever, ChunkSize alsoaffectsclassi�cationerror. Figure5 shows
therelationshipbetweenerrorrate(of E10 , e.g.)andChunkSize .
Thedatasetis generatedwith certainconceptdrifts (weightsof 20%
of the dimensionschanget = 0:1 per N = 1000 records),large
chunksproducehighererrorratesbecausetheensemblecannotde-
tect the conceptdrifts occurringinside the chunk. Small chunks
canalsodrive up error ratesif the numberof classi�ers in an en-
sembleis not largeenough.This is becausewhenChunkSize is
small,eachindividualclassi�er in theensembleis notsupportedby
enoughamountof trainingdata.

PruningEffects. Pruningimprovesclassi�cationef�ciency. We
examinetheeffectsof instancebasedpruningusingthecreditcard
frauddata. In Figure6(a),we show the total bene�ts achieved by
ensembleclassi�erswith andwithout instance-basedpruning.The
X-axis representsthenumberof theclassi�ersin theensemble,K ,
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Figure5: Training Time, ChunkSize , and Err or Rate

which rangesfrom 1 to 32. Wheninstance-basedpruningis in ef-
fect, theactualnumberof classi�ersto beconsultedis reduced.In
the �gure, we overloadthemeaningof theX-axis to representthe
averagenumberof classi�ers usedunderinstance-basedpruning.
For E32 , pruningreducestheaveragenumberof classi�ersto 6:79,
a reductionof 79%. Still, it achievesa bene�t of $811,838,which
is just a 0.1%drop from $812,732– the bene�t achieved by E32

whichusesall 32 classi�ers.
Figure 6(b) studiesthe samephenomenausing 256 classi�ers

(K = 256). Insteadof dynamicpruning,we usethetop K classi-
�ers, andtheY-axisshows thebene�tsimprovementratio. Thetop
rankedclassi�ersin thepipelineoutperformE256 in almostall the
casesexceptif only the1stclassi�er in thepipelineis used.

Error Analysis.Weusedecisiontreeclassi�er C4.5asourbase
model,andcomparetheerrorratesof thesingleclassi�er approach
andtheensembleapproach.Theresultsareshown in Figure7 and
Table2. Thesyntheticdatasetsusedin this studyhave 10 dimen-
sions(d = 10). Figure 7 shows the averagedoutcomeof tests
on datastreamsgeneratedwith variedconceptdrifts (the number
of dimensionswith changingweightsrangesfrom 2 to 8, andthe
magnitudeof thechanget rangesfrom 0.10to 1.00for every 1000
records).

First,westudytheimpactof ensemblesize(totalnumberof clas-
si�ers in the ensemble)on classi�cationaccuracy. Eachclassi�er
is trainedfrom a datasetof sizerangingfrom 250recordsto 1000
records,and their averagederror ratesare shown in Figure 7(a).
Apparently, whenthenumberof classi�ersincreases,dueto thein-
creaseof diversityof theensemble,theerrorrateof E k dropssig-
ni�cantly. Thesingleclassi�er, Gk , trainedfrom thesameamount
of thedata,hasa muchhighererror ratedueto thechangingcon-
ceptsin thedatastream.In Figure7(b),wevary thechunksizeand
averagetheerrorratesondifferentK rangingfrom 2 to 8. It shows
thattheerrorrateof theensembleapproachis about20%lowerthan
thesingle-classi�erapproachin all thecases.A detailedcompar-
ison betweensingle-andensemble-classi�ersis given in Table2,
whereG0 representstheglobalclassi�er trainedby theentirehis-
tory data,andwe usebold font to indicatethebetterresultof Gk

andEk for K = 2; 4; 6; 8.
WealsotestedtheNaiveBayesianandtheRIPPERclassi�erun-

derthesamesetting.Theresultsareshown in Table3 andTable4.
AlthoughC4.5,Naive Bayesian,andRIPPERdeliver differentac-
curacy rates,they con�rmedthat,with areasonableamountof clas-
si�ers (K ) in theensemble,theensembleapproachoutperformsthe
singleclassi�er approach.
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ChunkSize G0 G1 = E1 G2 E2 G4 E4 G6 E6 G8 E8
250 18.09 18.76 18.00 18.37 16.70 14.02 16.72 12.82 16.76 12.19
500 17.65 17.59 16.39 17.16 16.19 12.91 15.32 11.74 14.97 11.25
750 17.18 16.47 16.29 15.77 15.07 12.09 14.97 11.19 14.86 10.84
1000 16.49 16.00 15.89 15.62 14.40 11.82 14.41 10.92 14.68 10.54

Table 2: Err or Rate (%) of Singleand EnsembleDecisionTreeClassi�ers

ChunkSize G0 G1=E1 G2 E2 G4 E4 G6 E6 G8 E8
250 11.94 8.09 7.91 7.48 8.04 7.35 8.42 7.49 8.70 7.55
500 12.11 7.51 7.61 7.14 7.94 7.17 8.34 7.33 8.69 7.50
750 12.07 7.22 7.52 6.99 7.87 7.09 8.41 7.28 8.69 7.45
1000 15.26 7.02 7.79 6.84 8.62 6.98 9.57 7.16 10.53 7.35

Table3: Err or Rate (%) of Singleand EnsembleNaive BayesianClassi�ers

ChunkSize G0 G1=E1 G2 E2 G4 E4 G6 E6 G8 E8
50 27.05 24.05 22.85 22.51 21.55 19.34 24.05 22.51 19.34 17.84
100 25.09 21.97 19.85 20.66 17.48 17.50 21.97 20.66 17.50 15.91
150 24.19 20.39 18.28 19.11 17.22 16.39 20.39 19.11 16.39 15.03

Table4: Err or Rate (%) of Singleand EnsembleRIPPER Classi�ers
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Figure9: AveragedBene�ts usingSingleClassi�ers and Classi�er Ensembles

ConceptDrifts. Figure8 studiesthe impactof the magnitude
of theconceptdrifts on classi�cationerror. Conceptdrifts arecon-
trolled by two parametersin the syntheticdata: i) the numberof
dimensionswhoseweightsarechanging,andii) themagnitudeof
weight changeper dimension. Figure8 shows that the ensemble
approachoutperformthe single-classi�erapproachunderall cir-
cumstances.Figure8(a) shows the classi�cationerror of Gk and
Ek (averagedover different K ) when 4, 8, 16, and 32 dimen-
sions' weightsarechanging(thechangeperdimensionis �x edat
t = 0:10). Figure8(b) shows the increaseof classi�cation error
whenthedimensionalityof datasetincreases.In thedatasets,40%
dimensions'weightsarechangingat � 0:10 per1000records.An
interestingphenomenonariseswhentheweightschangemonoton-
ically (weightsof somedimensionsareconstantlyincreasing,and
othersconstantlydecreasing).In Figure8(c), classi�cation error
dropswhenthechangerateincreases.Thisisbecauseof thefollow-
ing. Initially, all theweightsarein therangeof [0; 1]. Monotonic
changescausesomeattributesto becomemoreandmore'impor-
tant', whichmakesthemodeleasierto learn.

Cost­sensitiveLearning. For cost-sensitive applications,we
aim at maximizingbene�ts. In Figure9(a), we comparethe sin-
gleclassi�er approachwith theensembleapproachusingthecredit
cardtransactionstream. The bene�ts areaveragedfrom multiple
runswith differentchunksize(rangingfrom 3000to 12000trans-
actionsper chunk). Startingfrom K = 2, the advantageof the
ensembleapproachbecomesobvious.

In Figure 9(b), we averagethe bene�ts of E k and Gk (K =
2; � � � ; 8) for each�x ed chunksize. The bene�ts increaseas the
chunksizedoes,asmorefraudulenttransactionsarediscoveredin
the chunk. Again, the ensembleapproachoutperformsthe single
classi�er approach.

To study the impact of conceptdrifts of different magnitude,

we derive anotherdatastreamfrom the credit card transactions.
Thesimulatedstreamis obtainedby sortingtheoriginal 5 million
transactionsby their transactionamount.Weperformthesametest
on the simulatedstream,andthe resultsareshown in Figure9(c)
and9(d).

Detailedresultsof theabove testsaregivenin Table6 and5.

7. DISCUSSIONAND RELATED WORK
Datastreamprocessinghasrecentlybecomeavery importantre-

searchdomain.Muchwork hasbeendoneonmodeling[1], query-
ing [2, 14, 18], andmining datastreams,for instance,several pa-
pershave beenpublishedon classi�cation [7, 21, 27], regression
analysis[5], andclustering[19].

Traditionaldatamining algorithmsarechallengedby two char-
acteristicfeaturesof datastreams:the in�nite data�o w and the
drifting concepts.As methodsthat requiremultiple scansof the
datasets[25, 16] cannot handlein�nite data�o ws, several incre-
mentalalgorithms[15, 7] thatre�ne modelsby continuouslyincor-
poratingnew datafrom thestreamhave beenproposed.In orderto
handledrifting concepts,thesemethodsarerevisedagaintoachieve
the goal that effects of old examplesare eliminatedat a certain
rate. In termsof anincrementaldecisiontreeclassi�er, this means
we have to discard,re-grow subtrees,or build alternative subtrees
undera node[21]. The resultingalgorithmis often complicated,
which indicatessubstantialefforts are requiredto adaptstate-of-
the-art learningmethodsto the in�nite, concept-driftingstream-
ing environment. Aside from this undesirableaspect,incremental
methodsarealsohinderedby their predictionaccuracy. Sinceold
examplesarediscardedat a �x ed rate(no matterif they represent
the changedconceptor not), the learnedmodel is supportedonly
by the currentsnapshot– a relatively small amountof data. This
usuallyresultsin largerpredictionvariances.

Classi�er ensemblesareincreasinglygainingacceptancein the



ChunkSize G0 G1=E1 G2 E2 G4 E4 G6 E6 G8 E8
12000 296144 207392 233098 268838 248783 313936 263400 327331 275707 360486
6000 146848 102099 102330 129917 113810 148818 118915 155814 123170 162381
4000 96879 62181 66581 82663 72402 95792 74589 101930 76079 103501
3000 65470 51943 55788 61793 59344 70403 62344 74661 66184 77735

Table5: Bene�ts (US$) usingSingleClassi�ers and Classi�er Ensembles(simulatedstream)

ChunkSize G0 G1=E1 G2 E2 G4 E4 G6 E6 G8 E8
12000 201717 203211 197946 253473 211768 269290 211644 282070 215692 289129
6000 103763 98777 101176 121057 102447 138565 103011 143644 106576 143620
4000 69447 65024 68081 80996 69346 90815 69984 94400 70325 96153
3000 43312 41212 42917 59293 44977 67222 45130 70802 46139 71660

Table6: Bene�ts (US$) usingSingleClassi�ers and Classi�er Ensembles(original stream)

datamining community. The popularapproachesto creatingen-
semblesincludechangingthe instancesusedfor training through
techniquessuchas Bagging[3], Boosting [13], and pasting[4].
Theclassi�erensembleshaveseveraladvantagesoversinglemodel
classi�ers. First, classi�er ensemblesoffer a signi�cant improve-
ment in predictionaccuracy [13, 28]. Second,building a classi-
�er ensembleis moreef�cient thanbuilding a singlemodel,since
mostmodelconstructionalgorithmshave super-linearcomplexity.
Third, thenatureof classi�erensembleslendthemselvesto scalable
parallelization[20] andon-lineclassi�cationof largedatabases[4].
Previously, we usedaveragingensemblefor scalablelearningover
very-large datasets[12]. We show that a model's performance
canbe estimatedbeforeit is completelylearned[10, 11]. In this
work, we use weightedensembleclassi�ers on concept-drifting
datastreams. It combinesmultiple classi�ers weightedby their
expectedpredictionaccuracy on the currenttestdata. Compared
with incrementalmodelstrainedby datain the most recentwin-
dow, ourapproachcombinestalentsof setof expertsbasedontheir
credibility andadjustsmuchnicelyto theunderlyingconceptdrifts.
Also, we introducedthedynamicclassi�cationtechnique[9] to the
concept-driftingstreamingenvironment,andour resultsshow that
it enablesusto dynamicallyselecta subsetof classi�ersin theen-
semblefor predictionwithout lossin accuracy.
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